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1 OnucaHue ycTpoincTea

CoBpEeMEHHbI An3aiiH 1 NpoAyMaHHbIN OYHKUMOHa AAaHHOW NaHenn genaeTt ee naeasibHbiM PeLLEHEM
ANst GBU3HEC W 31T 34aHniA. AA-12B 4OCTyNHA B 30/10TOM, CEPEBPSIHOM 1 YEPHOM LIBETE, @ TaKkKe
NOAAEPXNBAET MOBU/bHBIV JOCTYN BAS-IP UKEY?,

[ns BbI30Ba KOHCbEPXA U 3KCTPEHHbBIX C/TYXK6 eCTb OTAE/bHO BblgeNieHHas KHOMKa.

1.1 BHelwHui Bug

N
Kamepa x/LQN
UL JU NopceeTka

snas L OnHaMKK

.....

| Owrcnnein

3

KnasmaTtypa

=]
=
=5
&

CumTbiBaTENIb KaAPT

1 https://www.bas-ip.ru/ukey/

OnwvcaHue ycTpolicTea - 2
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2 TexHUYecKme xapakTepucTuKn

2.1 ObWME XAPAKTEPUCTWUNKWU

Tun naHenn: MHorokBapTupHas

Aucnnen: 4,3” TFT, UBETHOW C NOACBETKOM

Kamepa: 1/4”

Yron o63opa: o ropn3oHTasm 120°, No BepTukanu 64° (Mo ropusoHTanm 90°, no BepTukann 56 B AA-12FB)
Pa3peweHne kamepbl: 1 Mn

BbixogHoe Bugeo: HD (1280x720), H.264 Main Profile,

HouHas nogcBeTKa: 6 CBETOANOA0B

MunHumManbHasa ocBeleHHOCTb: 0,01 LuX

MoapepxmBaemMble ayamokoaeku: G.711u

Knacc cteneHu 3awurhbl: IP65

TemnepaTypHbIii peXxum: -40 - +65 °C

MoTtpebneHne nuTaHus: 6,5 BT, B pexxnume oxungaHus - 3,6 BT
MutaHwne: +12B

Kopnyc: AntoMHneBbIl

LiBeToBOE peLueHue: 301070, CEPeBPO, YUEPHDIi

Pa3mep nopg, ycTaHOBKY: 141x359x58 MM

Pa3mep camoii naHenun: 158x379x49 MM

Tun ycTaHOBKU: BpesHas, HaknagHasi ¢ KPOHLITEMHOM BR-AA12

Tun knaBuaTypbl: Mbe303N1eKTpUYeckmne KHOMKK ¢ NoACBETKON

2.2 PYHKUNOHAJIbHBIE BOSMOXHOCTN

NHTepdpeiic: Pycckuit/aHrnuinckuia, WEB-nHTepdieiic

OTKpbITHE 3aMKa: C MOHMTOPA, No HTTP, No Kofy, Mo KapTe, U3 npunoxeHust UKEY, U3 npuioxeHns BAS-IP
Intercom, (Mo pacno3HaBaHuUIo NnLA B AA-12FB)

KoHTponb goctyna AA-12: MynsTMd)OpMaTHbIA CUMTbIBaTE/b C NOAAEPXKKON TexHonormm UKEY (EM-Marin,
Mifare, BLE, NFC)

MHTerpauus co CKYZA: Bbixog WIEGAND 26, 32, 34, 37, 40, 42, 56, 58, 64 6UT
KHonku 6bICcTporo BbizoBa: KHOMKa BbI30Ba KOHCbepXa

KonuuectBo menoguii Bbi3oBa: 4 NoIMGIOHNYECKME METOANN
AyTeHTudmkayma: OTaenbHbIR Naposb Ha HacTpolikn, WEB-uHTepdeiic

Pexxum pasrosopa: [IByXCTOPOHHMUIA

TexHn4Yeckre XxapakTepucTmkm — 3
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JononHuTtenbHO: SIP P2P, BcTpoeHHoe pene

TexHnyeckne xapakTepucTukn — 4
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3 KoHdurypupoBaHue yepes rpadonyeckmin uHTepgoeinc

+ [NaBHbI 3KpaH(see page 5)

+ HacTpoiikn ycTpoiicTBa(see page 6)

+ HacTpoiikn ceTu(see page 8)

+ HacTpoiikn gocTyna(see page 9)

+ HacTpoiikun nui(see page 11)

+ [JONOSTHUTENbHbIE HACTPOIIKN(see page 13)
« O cucTeMe(see page 14)

3.1 naBHbIA 3KpaH

Bolzos: Keaprtupa N2 ->
Koncbepx: Haxmure ()

OTKpbITh: 4 -> Maponb -> K

OTmena: Hamxmute

AppecHana kHura: Haxmure & unn'S2

. Hammure Y aBaxabi, 4To6bl HAYaTh pPacno3HaBaHUe NULA
LsiP -

BbI30B: /15191 BbI30Ba HEOGXOAMMON KBAPTUPbI HY)XXHO BBECTW OT 4 10 10 Lnchp B 3aBUCUMOCTU OT TEKYLLETO
pexuma naHenu.

KoHcbepx: [1/151 BbI30Ba KOHCbep)ka Heo6X0oANMO BBECTM KOMGUHALMIO 0000 & 1/ HAXKAB OTAE/bHYH KHOMKY
[1N51 BbI30Ba Ha kfiaBmarype.

OTKpbITb: [/ nepexofia B MeHo BBOAA Kofa A0CTyna Heo6xoanMo Haxkatb " & "', BBECTM KO A0CTyna U
HaxxaTb " & " A58 NoATBEPXAEHMS.

[nsa oTMeHbl AelicTBUS UK nepexoda no MeHK Hasag HeobxoamMMo HakaTb "' % .

AppecHas kHura: OTo6paxaeT CUCOK KOHTaKTOB /15 NOMCKa U BbI30Ba XWU/bLA, €CNN HEM3BECTEH TOUHbIN
NIOrMYeCcKnin agpec MoHuTopa.

AJZlpecHasi KHUra JOCTynHa ec/iv Onuus BKOYEHa B HACTpolikax Beb nHTepdeiica, B pasgene "Kesaptvpbl'?.

2 https://wiki.bas-ip.com/aa07v4/ru_ru/kvartiry-14058107.html

KoHdhmrypripoBaHue yepes rpadomyeckunii uHTepdeiic - 5
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Liam uiug
Smith 0133
MeaHoe | 0101

.NeTpos ' 0111

Cupopos

® KsapTupbl OTCOPTMPOBAHbI MO HA3BAHMUIO.
AipecHast KHUra BbI3bIBAETCS! MO HAXATWIO HA KHOMKM CTPENIOK A unmn Y a 3BOHOK coBepLIaeTcs no
HaxkaTuio " .

BbIxog, Ha rnaBHbIM 3KpaH OCYLLECTBISAETCA N0 HAXaTUo " % " 160 aBTOMAaTUUYECKM, CNyCTs 30 CEKYHS,
6e3gencTems.

® Mo ymonuanuio afipecHas KHura oTK/loueHa.

Haxmute " ¥ " aBaXxAabl, UTOObI HA4YaTb pacno3HaBaHue nuua: Nepexos B peXxyM pacno3HaBaHus finy,
0N NO/ly4YeHns 0OCTyna B NOMeLLeHue.

@ Mo YMOYaHUIO qf)yHKLI,I/IFl pacno3HaBaHUA TNy, OTK/TKOHEHA. Ee MOXHO BK/THOUMTb U3 MEHI0

"HacTpoiiku — HacTpoiiku nnu"3.

Mogckasky, 0TobpaxKaeMble Ha rMIaBHOM 3KpaHe MOryT 6bITh U3MEHEHbI B pasaene "[1onoHuTensHo 4

Monb3oBaTenbCKme yBeaomieHms’",

3.2 HacTtpolikn ycTpoinctea

[ns BXoAa B CUCTEMHbIE HACTPOIKM HEOBXOAMMO HaXxaTb KHOMKy " & "' ABa pasa:

3 https://wiki.bas-ip.com/aal2v4/ru/nastrojki-lits-42270771.html
4 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html
5 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html

KoHdhmryprposaHue yepes rpadmyeckunii uHTepdeiic - 6
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[anee HeobxoAMMo BBECTU 6 Ldop Naposia AN BXoAa B HACTPOWKM BbI3bIBHOI NaHenu (Maposb no
YMO/TYaHmio: 123456) 1 HaxaTb " & .

> 1. HacTponku ycTponcTBa
2. HacTpouku cetu

3. HacTpouku goctyna

4. HacTpoukun nui

5. lononHUTenbHoO

6. O cucteme

KHonka "2" nepemeLyaeT Kypcop BBepX, kHomnka "8" nepemeLLaeT Kypcop BHU3. /19 NOATBEPXAEHNSA
3HaYeHUii HeoBX0AMMO HakaTb KHOMKY " & ", 1 KHOMKY " X "' 5191 BO3BpaTa Hasag.

Pexum: | MHor. [Maponb: 123456
Asbik: Pycckuun pomk.: 1
3aaHue: 1 Paspew.: 640x480
MapagHoe: 1
N2 1

Pexxum: BbI6op pexmma paboTbl naHesnu.

KoHdhmrypripoBaHue yepes rpadomyeckunii uHTepdeiic - 7
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@ WHudopmaumsa o paboTe pexmmoB

Mpwn BbIGOPE pexmma «FNoo.», 4715 BbI30Ba HY>XHOrO MOHMTOPA HEOBX0AMMO BBECTYU 4 LMdIpbI
HoMepa 34aHus, 2 UMdpbl HOMepa napagHoro, 2 UMdpbl HOMepa aTaxa 1 2 uudpbl Homepa
KBapTupsbl.

Mpwu BbIGOPE pexnma «MHOT.», 4151 BbI30Ba HY)XHOTO MOHMTOPA AOCTaTOYHO BBECTY 2 LMAIpbl
HoMepa aTaxa 1 2 Ldpbl HOMepa KBapTUpbI.

HA3bIK: Bbibop fA3blka UHTEpdIeiica.

3paHue: Homep 3gaHus.

MapagHoe: Homep napagHoro.

Ne: MNopsiakoBbIi HOMEP BbI3bIBHOM NaHENN.

Maponb: CucTemHbIli Naposib Ansi Bxoga B HAaCcTpoiiku n WEB-nHTepdelic.
FPOMKOCTb: ([POMKOCTb AMHAMMKa BbI3bIBHOW NaHesun.

Pa3spelLu.: Bbibop paspelleHns NoToka Kamepbl BbI3bIBHOW NaHesnu.

® nMopckaska:

Homep 34aHns 1 napagHoro Ao/HKHbl COOTBETCTBOBATbL 3HAYEHUSIM TOTO BHYTPEHHETO MOHMUTOpPA, Ha
KOTOpbI ByaeT NnocTynaTb BXOASLLMIA BbI30B OT AaHHOW BbI3bIBHOWM NaHenun. Eciv y Bac HECKONBbKO
BbI3bIBHbIX NAHEsNEeN, KOTOpbIE NMEKOT OAMH SIOTMYECKMA agpec, Toraa B nosne «Ne» Heo6xoANMo
yKasaTb 3HayeHue 2, 3,4, 51 T.4., 40 9. Ecnn nornyeckas agpecauus Bbl3bIBHOM NaHenu
COOTBETCTBYET agpecaunm MoOHMTOpa, a IP agpeca yCTPOMNCTB HaxoAsTCS B OAHOM CETMEHTE CETH -
YCTPOWCTBA HaliayT Apyr Apyra v BbI30B 6yAeT NPOXOANTb KOPPEKTHO.

3.3 HacTpoiiku ceTtu

B ,EllaHHOI\/JI BKNnajgke yCtaHaB/IMBalOTCA OCHOBHbLIE CETEBbIE NapaMeTpPbI.

KoHdhuryprpoBaHue vepes rpacmyeckunin nHtepcpeinc - 8
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DHCP: | Bkn
IP: 192.168.1.178
Macka: 255.255.255.0
Lno3: 192.168.1.1
DNS: 8.8.8.8
MSIP: 192.168.1.125

DHCP: BkntoyeHve/BbIK/IOUYEHWE pexXxunma nosiydeHmna ceTeBbiX HaCTPOEK aBTOMaTUYECKN.

IP: IP-agpec BbI3bIBHOI NaHesu.

@ Agpec no ymonuanmio:

Mo ymonyaHuio Bbi3bIBHASA NaHeslb MOXET UMeTb cTaTuyeckuii IP-agpec 192.168.1.90 imb60
192.168.1.91

Macka: Macka nogcetu.
LLUno3: OCHOBHOIA L3,
DNS: Agpec DNS cepsepa.

MS IP: IP agpec MK nmbo cepeepa Ha kKOTopom ycTaHasnmeaeTca MO Management Software nnu Link.

3.4 HacTpolikn gocTyna

Mpn Nnepexofe B MEHIO HACTPOEK AOCTyNna 0To6pa3nTcs crepyrowmii uHtepdeiic:

KoHdhmryprpoBaHue yepes rpadomyeckunii uHTepdeic - 9
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Bpemsa | 3
OTKPbITUA

3apgepxka 0
OTKPbITUA:

NMuopt: 12
Maponb: 0000

Bpemsi OTKpbITUSA: Bpems, Ha KOTOPoe GyayT 3aMKHYTbI UM Pa30MKHYTbI KOHTaKTbl pesie NaHesnu.

3agepKKa OTKPbLITUA: Bpemsi, N0 UCTEUEHNM KOTOPOro, NPOM30AET 3amblKaHne UaN pa3MblKaHUe KOHTAKTOB
pene naHenu (3agepxka 4o OTKPbITUS).

NudpT: Homep aTaxa, Ha KOTOPOM yCTaHOBEHA NaHe b (MpY NCMoNb30BaHNM MOAYNA yNpaB/ieHUs IMTOM
EVRC-IP, onunMoHasIbHO).

Maponb: Maponb 419 OTKPbITUA 3aMKa Npy NOMOLLM BBOAA KOAA OTKPbITUA Ha KiaBuatype naHenw. ns
nepexoaa B PexumM BBoAa Naposist Heo6xoAMMOo HaxkaTb Knasuily " & "', BBECTM Napo/ib U NOBTOPHO HaxaTb "
(L

(@ Kopg goctyna MOXeT 6biThb OT 1 10 8 3HAKOB

KoHdomryprpoBaHue yepes rpadmyeckunii nHTepdeiic - 10
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3.5 HacTtpolikn nuy,

Mpu nepexoge MeH HACTPOEK pacno3HaBaHWs ANl 0To6pasnTcs cneaywmnin nHtepdeic:

Pacno3dHaBaHue nuy. | Bkn.

CxogctBo: Hwu3skoe
Pexxum: [porpamHbin

ABTOMACTUYECKMH BblKn.
3anyck:

3aperucTpuporaTthk. Aapec KBapTupbl
YoanuTb Bce nuua: Beegute 1#

PacnosHaBaHue nuw;: BkioueHve/BblkoYeHe PYHKLMM pacno3HaBaHus nvy, B naHenun. Onums
UCNosb3yeTcs A5l NoMyYeHust 4oCTyna B NMOMeLLeHMe NyTeM CKAaHMPOBAHUS NnLA NOCeTUTENS.

CxopacTBO: Bbibop ypOBHS cx0ACTBa Nuua, rae "Huskoe" - MMHMManbHOe CXOACTBO, a "Bbicokoe" -
MakcumasibHoe. py HU3KOM YPOBHE CXOACTBa AOCTYN MOXET NPefoCTaBNATLCSA C 60/IbLUER NOrPELUHOCTbIO,
4yeMm Mpu BbICOKOM YPOBHE.

Pexxum: Bbibop pexrma pacnosHaBaHus nuu,. "fporpaMMHbIiA" - 1151 pacno3HaBaHUSA L, NCNOsb3yeTcs
TO/IbKO NPOrPaMMHbIA a/IfOpUTM pacno3HaBaHus.. "3D" - K NporpaMmMHOMY NMPOoLECCY pacrno3HaBaHus
[o6aBnisieTca AONONHUTENIbHOE CKaHMPOBaHUe ¢ ncnonb3oBaHnem MK gatuvkoB Ans 3awutbl OT cnyduHra.

ABTOMaTMUECKUIi 3anycK: BK/loueHne/BbIK/Il0YEHNE aBTOMATMYECKOro pacno3HaBaHus NnLa no akTueBauum
[laTumka ABWXKeHUs B naHenw. MNpu npubnmkeHnn YesnoBeka Ha paccTosiHue Ao 50 cM, NaHenb 6yaet
BbIXOANTb M3 PEXMMA OXUAAHWS BKIOUYATb (PYHKLMIO pacro3HaBaHns L,

SapeructpupoBartb: Perucrpauusi HOBOro fiMLa ¢ NPUBA3KOI K KBapTupe.

KoHdomryprpoBaHue yepes rpadmyeckunii nHtepdeiic - 11



AA-12B/AA-12FB - AA-12B/AA-12FB

@ Do6asnenue nuy,

[lns Toro, uTo 6bl 3aMYCTUTL PEXMM perncTpaummn, Heo6xoaMmo:

« Haxarb " ", BBECTN HOMEp KBapTupbl

Pacno3HaBaHue nuu: Bkn.
CxopctBO: Hwuskoe
Pexxum: [lporpaMHbIn

ABTOMACTUYECKUU BblK.
3anyck:

33 perMcTpuposaTh: 6 6 : -. 55 | :5 : & -:: ::_ :.. ;:. .I: -;: -.__...:: .
Yoanutb Bce nuua: Beegute 1#

L

« Haxarb" " ewle pa3 1 NPON3BECTU perucTpauunio auua.

KoHdomryprpoBaHue yepes rpadmyeckunii nHtepdeiic - 12
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-

& B Bepcun MO 3.4.0 pekomeH1yeTcs UCMo/b30BaTh Ao6aBneHne NnuL, Yepes Be6 HTepdeiic
no dhotorpadchmu, T.K. M1ua gobasneHHble Yyepes rpadumyecknin nHtepdenc He dyayT
oTobpaxartbcs B Beb nHtepdeiice naHenw.

Yaanutb Bce Nuua: YaasieHve Bcex paHee go6aB/ieHHbIX Nl U3 6a3bl JaHHbIX NaHesu.

3.6 [lonosiHnTeNbHble HACTPOWKNU

Mpu nepexofe B MEHIO [0MN. HACTPOEK 0TO6PAa3UTCA CreayoLLmnii HTepdelic:

KoHdomryprpoBaHue yepes rpadmyeckunii nHtepdeiic - 13
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KBapTtupa: Kapra:

[lepezarpys.:

3aBoacKue:

KBapTupa: Homep KBapTupbl, K KOTOPOIi HEO6X0AMMO NPUBSI3aTh KapTy AOCTyna.

@ [o6asneHue kapT yepes rpaduueckuii MHTepdelic:

BBeguTe HyXHblii HOMEpP KBapTMPbl U MOAHECUTE KapTy K 06nacTu cuntbiBaTens. MaHens n3gact
COOTBETCTBYIOLUIA 3BYKOBOIA CUIrHas1, NOATBEPXAALWMIA TO, YTO KapTa 3aperMcTpupoBaHa 1 Ha
aucnnee B none "Kaprta" oto6pasntca HoMep KapTbl.

Mepesarpys: MNepesarpy3ka BbI3bIBHOV NaHesnu. [1na nepesarpysku BbI3bIBHON NaHe M He06Xx04MmMo BBECTM
umdopy "1" 1 Haxatb knasuwy " ",

3aBogckue: COpoc HACTPOEK NaHenu K 3aBOACKUM ycTaHoBKaMm. [115 copoca HacTpoekK BbI3bIBHOM NaHenu
HeobXoAUMOo BBECTM Undpy "1" 1 HaxXMKUTe Knasuwy " ",

& BHumaHue:

O6paTnTe BHUMaHMWE, YTO U3 MaMATU NaHenn npu c6poce 6yayT yaasieHbl BCe KapTbl.

3.7 O cucreme

Mocne nepexoga B MeHi0 "O cucteme" otobpasnTcs creayowmii uHTepderic:

KoHdomryprpoBaHue yepes rpadpmyeckunii nHTepdpeiic - 14



FW:
ul:
IP:

MAC:

SIP:

AA-12B/AA-12FB - AA-12B/AA-12FB

1.5.4 20170121

1.2.3 20161031 (std)
192.168.1.178
00:1F:D2:79:5B:F3
ERROR

B naHHOM OkHe oToGpaxaeTcs Tekyllee cocTossHme SIP nogktoveHns, Tekywmii IP agpec, MAC-agpec u

TekyLas BEPCUS NPOLLUMBKM.

KoHdomryprpoBaHue yepes rpadmyeckunii uHtepdeiic - 15
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4 KoHthurypupoBaHue yepes web nHtepdelic

« BX0[A(see page 16)
o [1aBHas(see page 17)
o CeTb(see page 18)
» BbI3blBHaAs NaHesIb(see page 20)
« KBapTupbl(see page 24)
o CKY/[l(see page 27)
« VpeHTnrkaTopbi(see page 32)
« [MpaBuna gocTyna(see page 35)
+ CB0O6O/HbIV AOCTYnM(see page 39)
» [Nepeagpecalysi(see page 41)
o Jl1OMONHUTENBLHO(see page 43)
» JKypHauibl(see page 46)
« E-mail yBegoMIEHUSA(see page 49)
+ Syslog(see page 53)
« OTnpaBka (poTo Ha cepBep(see page 57)
» be30nacHOCTb(see page 57)
« Cucrtema(see page 58)

4.1 Bxoa

[ns KoHburypmpoBaHns BbI3bIBHON NaHenun yaaneHHo Yyepe3 WEB-uHTepdeiic, He06xoaAMMO NOAKMHOUNTLCS K
Heli MHTepHeT-6pay3epom Ha [K. MaHenb gomkHa 6biTe NOAKMNKYEHA B TOM Xe cermeHTe ceTn yto n MK ¢
KOTOPOro NiaHMpyeTcs Npou3BOANTb HACTPONKY.

B nHTEpHeT-6pay3epe, B CTPOKE BBOAA afpeca, He06X0AMMOo BBECTM IP-afipec naHesu, nocsie Yero NosiBuTCs
OKHO BBOJA VIMEHW Mo/b30BaTess 1 Naposis.

AAMWUHUCTPATOP - UMEET MOJIHbIA AOCTYN KO BCEM HACTPOIKam naHesu.

MeHepKep - UMEET JOCTYN K HACTPOIKaM NaHesin, Ho emy orpaHuyeH goctyn Kk meHwo CKY[. Takoi goctyn
NpefoCcTaBNsAETCA MOHTaXHbIM OpraHn3aunsam 1 yCTaHOBKA U HACTPOWMKN CUCTEMBI.

( 3HaueHus No yMONYaHMIoO:
ALMUHUCTpAaTOop:
admin:123456
MeHepnxep:

manager:1234

KoHdourypupoBsaHue yepes web nHtepdpeinc - 16
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D bas|P o error

BeeguTe noruH un naponb

4.2 [haBHas

Mocne ycnewuHo aBTopusauum 0Tobpasntcs cnegyrownin nHtepdeic:
Mudopmaums o6 ycTpoiictee
OpeiAMBopK NayH4ep CepHiiHbIit Homep

PemuM rubpuaa BepcuA rubpuna YeTpodcTRO

dpeiimBopK: Bepcus dpelimBopka.

NayHuep: Bepcus nayHuepa.

Pexinm rubpuga: TekyLwnii pexum nogkiioyeHus rmbpugHoro agantepa.
Bepcus ru6puaa: Bepcus rubpugHoro aganrtepa.

CepuiiHblii Homep: CepuiiHblii HOMEp YCTPONCTBA.

YctpoiicTBo: Mogenb yCcTpoiicTea.

4.2.1 NHdopmauusa o cetu

DHCP: Tekywiee cocTosiHme DHCP nogkntoyeHus.
IP agpec: TekyLmii IP agpec naHenu.

Macka nogceTu: Macka noaceTu.

Appec wo3a: Agpec 0CHOBHOIO LU/03a.

DNS cepBep: Agpec DNS cepeepa.

MAC agpec: MAC agpec naHesnu.

KoHdourypupoBsaHue yepes web nitepdpeinc - 17
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4.3 CeTb

B naHHOM pasgese ycTaHaB/MBAOTCS OCHOBHbLIE CETEBbIE NAapaMeTpbI, & TAKKE HACTPOKM AaTbl/BEPEMEHN,

HacTpoitku ceTn

] DHCP
192.168.0.50 102.168.0.1
255.256.255.0 192.168.0.1

4.3.1 HacTpoWku cetu

DHCP: BkntoveHne/BbIK/HOUEHNE pexnma nonyvyeHnsa ceTeBbiX HACTPOEK aBTOMaTUYeCKN.

IP: IP-afipeC BbI3bIBHOI NaHe .
@ Agpec no ymonuanuio:
Mo yMONUaHMIO BbI3bIBHAA NaHE b MOXET UMEeTb CTaTuyeckuii IP-aapec 192.168.1.90 M60

192.168.1.91.

Macka: Macka nogcetu.
LUnto3: OCHOBHOIA LLIJHO3.

DNS: Agpec DNS cepsepa.

4.3.2 TMonb3oBartenbckmi NTP

Data/Bepms Ha ycTpoiicTBe: OTOGpaxaeT TeKyLLyto AaTy U BpeMsi Ha yCTPOIiCTBe.

KoHdourypupoBsaHue yepes web nHtepdpeic - 18



NTP cepBep

[ata/spemn Ha ycTpoicree: 2020-05-11 15:45:17
D YCTaHOBWTL BpeMA aBTOMaTUUYECKH

Monbsosatenbckuil NTP

URL
192.168.0.12

Yacoeo# noAc

UTC+00:00

YcTaHOBKa aTbl M BPEMEHM EDY4HYIO

Jata/epema

(3 2020-05-1115:45

AA-12B/AA-12FB - AA-12B/AA-12FB

COXPAHUTH

YcTaHOBUTL BpeMsi aBTOMaTu4ecku: Bk/oueHne/BbIK/THOYEHNE aBTOMATNYECKOA YCTaHOBKW/ BpEMEHW.

Monb3oBatenbckuii NTP: Bk/itoueHne/BbIKHOYEHNE UCNO/Ib30BaHMSA Nob30BaTeNbckoro NTP cepBepa.

URL: lNone BBOAa anpeca nosb3oBatesibCkoro NTP cepsepa.

YacoBoii nosic: Bbibop yacoBoro nosica.

YcTaHOBKa Aartbl 1 BpEMEHU BPYUHY10: 10717 A1 py4YHOro BBOAA AATbl M BPEMEHMU.

4.3.3 Cuctema ynpas/eHus

KoHdomrypupoBsaHue yepes web nitepdpeinc - 19



AA-12B/AA-12FB - AA-12B/AA-12FB

CucTeMa ynpaeneHns

Wcnonbzosats cepeep BAS-IP Link

URL Maponb
link.bas-ip.com 1234567890

OTNPaBAATH KYPHATbI HA CEPBED OTAPaBAATL CTATYC HA CEDBED

Ucnonb3oBatb cepBep BAS-IP Link: BkitoueHve/BbIkN0YEHNE MCNoNb3oBaHus MO ans MOHUTOPUHIA U
ynpaeneHnsi LOMOOHHO cuctemoli Link.

URL: Afpec cepsepa ynpas/feHus.
Maponb: Naponb goctyna.
OTnpaBnATb XypHa/ibl HA cepBep: BkioyeHne/BbIKI0YeHe OTNPaBKN XXYPHa/I0B NaHenn Ha cepsep.

OTnpaBnATb cTaTyc Ha cepBep: BkoueHne/BbIK/OUEeHE OTNPABKM TEKYLLIEro cTaTyca NnaHenu Ha cepsep.

4.4 BbI3blIBHaAd naHesb

HacTtpoliika agpeca

Pexum
MHoroaBoHeHTCKMIA -

Pextam
TnobanbHbIi -

[ ®yuxums "Bes BB0La HOMEPa NaPaAHOIC

KoHdourypupoBsaHue yepes web nitepdpeinc - 20
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Pexxum: Bbi6op pexmma paboTsl naHenu.

@ WHdopmaumsa o paboTe peXxmmoB

Mpw BbIGOPE pexumMa "Mo6anbHbIi", 4715 BbI30Ba HY)XHOTO MOHUTOpPA HEO6X0AMMO BBECTU 4
uMcbpbl HOMepa 3aaHus, 2 UMdpbl HOMepPa napagHoro, 2 LMdpbl HOMepa aTaxa 1 2 umdpbl Homepa
KBapTUPbI.

Mpw BbIGOPE pexvmMa "MHOroaGoHEeHTCKMIA", 47151 BbI30BA HY)XXHOMO MOHMTOPA A0CTAaTOYHO BBECTY 2
UMbpbl HOMepa aTaxa 1 2 Lugpbl HOMepa KBapTUpsbI.

®dyHKuuA "Be3 BBoAa HoMepa napagHoro": [loctynHa B r/106a/1bHOM PEXUME BbI3bIBHOM NaHesu.
Heo6xogyma g Bbi3oBa MOHMTOpa 6e3 BBOAA HOMepa napagHoro.

(O bes BBOAa HOMeEpa NapagHOro

[nsi paboTbl 3TOV (OYHKLMM Yy BCEX MOHUTOPOB 3HAYEHKE NapagHoro Heo6X0AMMO YCTaHOBUTH 0.

3aaHune: Homep 3gaHusA.
MapapgHoe: Homep napagHoro.

MopsaakoBbIii Homep: MopsiAKOBLI HOMEP BbI3bIBHOI NaHesu.

® NopsgkoBas Hymepauus naHenel

Ecnu y Bac HECKO/IbKO BbI3bIBHbIX MaHesel, KOTopble MMEKT OA4MH NTIOTMYECKN agpec, Torga B nose
"MopsaaKoBbIiA HOMepP' ykaxuTe 3Ha4YeHne 2, 3,4,51 1.4., 40 9.

4.4.1 HacTtoiikn SIP

@baslP <« = oo o 8
e HacTpoitku SIP

CeTb

9)

Bbi3biBHanA NaHenb -
Bin / Boixn
Keaptupsi

cKva sip:sip.bas-ip.com 2222

QB o

Mepeaapecauns

sip.bas-ip.com 222222

LlononHuTensHo

Be30nacHOCTh UN IP
stun.l.google.com

e & &

Cucrema

19302

Bkn/Bbikn: BkioyeHne/BblknoveHne SIP pernctpaumm.
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Mpokcu: Mpokcu SIP cepBepa, KOTOPbIi MOXET 6bITh NPEACTaB/EH Kak IP aapecom, Tak U OMEHHbIM UMEHEM.

@ dopmar 3anucu:

Mepep agpecom Npokcy 06a3aTeNibHO HY)XXHO yKa3sbiBaTb "sip:".

CepsBep: Agpec SIP cepsepa.

@ dopmar 3anucu:

MoXeT 6bITb yKasaH Kak IP-agpecom, Tak U OMEHHbIM UMEHEM.

STUN IP: Agpec STUN cepsepa®.

@ nMpumep:

stun.l.google.com’.
STUN nopt: NMopT STUN cepsepa.

@ Npumeuanme:

[na STUN cepepa Google ncrnonb3yetcs nopT 19302.

MNonb3oBartenb: SIP HOMep.

@ nMpumep:
2222

Maponb: Maponsb ot SIP Homepa.

4.4.2 HacTpoliku Bbl30Ba

6 https://ru.wikipedia.org/wiki/STUN
7 http://stun.l.google.com/
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nasHar -
HacTpoiku Bbl3oBa

CeTe

9)

BbI3bIBHAA NaHEND KOHChEDX OrDaHUYEHHE BDEMeH
KsapTupbl faKCUManbHOE BpeMA J0380Ha

CKyL

G B ¢

Mepeapecauua sip100@192.168.1.82 1222

OononHUTENbHO

BesonacHocTb ABTOBbLIZOB NOCNe BB ;;F‘ ,\‘I'

e & &

Cucrema

KoHcbepx: BktoueHue/BbiknoveHe oyHKUUN BbI30Ba 3a4aHHOr0 HoMepa B CTpoke "Homep" npn Haxxatum
KHOMKWN KOHCbepKa.

Homep: HanpaBneHue, Ha KOTOPoe GYAET COBEPLIATLCS BbI3OB NMPU HAXKATUM KHOMKM KOHChEPXA.

@ Ecnun (*)yHKLI,I/IFl He BKJ/1l04EHAa, BbISOB KOHCbEPXXa NMponcxoguT Nno BHYyTPEHHEMY MPOTOKO/Y. Ecn B
cncrteme eCtb MOHUTOPLI KOHCbEPXKa, BbISOB NOCTYNUT Ha OCHOBHOIW MOHUMTOP. Ecnu oH He oTBevaer,
BbI30B 6y,qu nocnegoBaresibHO nepexognTb Ha OCTa/lbHblE MOHUTOPLI B CUCTEME, EC/TN TaKOBble
NMEIOTCA.

MakcnmanbHoe BpemMsa AO03BOHa: BpemeHHoﬁ MHTEpPBasl, N0 NCTEeYEHUN KOTOPOIO NaHes/lb aBTOMaTN4eCKn
3aBepuunt I/ICXO,CI,FILLI.I/II‘/JI BbI30B, EC/IN HET OTBETA.

MakcumanbHoe pa3roBopa: BpemeHHoI MHTEPBaUT, N0 UCTEYEHNN KOTOPOFO NaHe b aBTOMATUYECKU
3aBEpLUNT UCXOASALLMIA pasrosop.

ABTOBbI30B nocsie BBoga N undp: PyHKLMA aBTOMATUHECKOIO HAbopa nocne BBoAa undp, ykasaHHbIX B
cTpoke "Kon-Bo undp".

Kon-Bo uudpp: BbiGop KonmuecTea Lydip, Mo HAXKaTUM KOTOPbIX MPOM30IAAET aBTOMATUYECKUIi BbI3OB C
naHenm.

4.4.3 HacTpoliku ycTponcTea
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HacTpoiiku ycTpoicTea

1280x7

20 ~ 102

user 1234abced

PaspelweHue Bugeo: Bbibop npeanouMtaeMoro paspeLueHns Buaeo.
Mpodunb gaHHbIX RTP: Bei6bop npeanoyntaeMoro npodonsisa AaHHbIX RTP.
YpoBeHb rpoMKOCTU: PeryninpoBka YpoBHS TPOMKOCTU AMHAMMKA NaHenu.
RTSP nonb3oBaTtesib: JIOrVH Ana foctyna K RTSP noToky naHenu.

RTSP naponsb: Napons ana gocrtyna K RTSP noToky naHesnu.

[atuuk npunmwkeHus: BkritoveHne/BoikntoveHme VK gatuuka npnbnmwkermus. MNpn o6Hapy>XeHUn OBKEHNS
Ha paccTosiHuK 50 CM NaHeslb aBTOMAaTUYECKN MOXET BKNIOUUTL NOACBETKY K1aBuaTypbl, AUCTIENR nin
OYHKLMIO pacrno3HaBaHus nuL,.

(® B 3aBMCUMOCTU OT annapaTHoi PeBKU3UM YCTPOIACTB, AATUNK NPUG/IMKEHNS MOXET OTCYTCTBOBATb B
creyoLwmx Mogensix MHOroaboHEHTCKMX BbI3bIBHbIX NaHenei: AA-07, AA-07MF, AA-07B, AA-07BVY,
AA-07BC. 3a fononHMTeNbHO nHopMmaumein obpaTnTech K Bawemy ANCTpubboTopy.

4.5 KBapTtupsl

B laHHOM MeHH0 0ToBpaaeTcsi CCOK KBapTump.

KBapTupa - nornyeckasi CyLLHOCTb, NPegHa3HavYeHHas 41 NPUBS3KM K Heli nAeHTUdMKaTopoB, KOA0B
[oCcTyna n nepeagpecauuii. Takke KBapTMpbl UCNO/b3YHTCS B Ka4ecTBe 3anuceil TenedoHHOM KHUMM Ha
3KpaHe yCcTpolicTBa.
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HacTpoiku COXPAHUTD

Wcnonbaoeath TenehonHyo KHUrY

KeapTupsl

HOBAS KBAPTHPA

D Ajpec KBapTHp.l Ha3asauwne KBapTHPGI Kon-eo wHTensH KonHyecTeo MaeHTHDHKATOpOR Kon-eo KOAOB AOCTYNS Kon-so
O 1-1-1-1 1-1-1-1 0 0 0
O 1-1-1-4 Prodavan Albertovich 7 0 0
O 1115 Miroslav Close 7 0 0
a 1117 Anna BopucosHa 7 0 0

WUcnonb3oBaTb TenepOHHYIO KHUTY: BK/IoUeHVE/BLIK/TOUEHME UCNOMNb30BaHNS Te/Ie(OHHO KHUMM 1
BbI30Ba ee uepes [N1aBHbIi akpars,

(® MapameTp coxpaHAeTCca Npu pe3epBHOM KOMMPOBaHWM 1 COPaCchiBAETCA NPU YCTAHOBKE HACTPOEK Mo
YMO/TYaHHIO.

4.5.1 HoBasa kBapTupa
Mocne HaxaTtus Ha KHoMKy "HoBasi kBapTupa" oTobpasmnTcs cneayowmii nHTepdeiic:

Hogan keapTupa

3paHne Napagsoe

1

KeapTupa

1

Ha3asakne KsapTHpbl Kon-80 wutenei
KeapTupa MeTpoBbix 4

OTMEHA NOATBEPAUTL

3paHue:

8 https://wiki.bas-ip.com/aa07v4/ru_ru/glavnyj-ekran-2754641.html
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@ Howmep 3gaHus
0001-9999

MapagHoe:

® Homep napagHoro
00-99

Jtax:

@ Howmep ataxa

00-99
KesapTtupa:

@ Homep kBapTUpBLI
01-99

HasBaHue kBapTupbl: HassaHne kBapTupbl. Hanpumep, "Ksaptupa Netposbix”.
KonunuectBo xutenei: YCNOBHOE KONMYECTBO XUTENEN, KOTOPbIE MPOXMBAOT B 3TOWN KBApTMpE.

Mocne HaxaTusa Ha KHomky "MoarBepanTh" oTOOpa3nTca caepyowas Tabnuua:
L

KeapTupsbl

{eapTHpa MeaHoEbIxX 1 0 0 BolKNOYeHO P |

B Tabnuue ykasaHbl cnegytoLyye cTon6ubl:
HasBaHue KBapTUpbI: HazsaHne KBapTMpbI.
KonnuecTBo XuTeneii: YCI0BHOE KOMMUYECTBO XWUTeNell B aTOI KBapTHpe.

KonuuectBo ngeHTudnkaTtopoB: Konnyectso NaeHTMMNKATOPOB, KOTOPbIE BblAaHbl A/11 3TOW KBapTUpe.
MpeHTndmKaTopbl MOXHO co3aaBaTk B MeHo "CKY/", Bknagka "aeHtudukaropb®”.

KonuuecTBo KogoB gocTyna: KoimyecTBo KOZOB [0CTyNa, KOTOpble BblAaHbl /15 3TON KBapTUpbI.

9 https://wiki.bas-ip.com/aa07v4/konfigurirovanie-cherez-web-interfejs/skud/identifikatory
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KonunuecTeo nepeagpecauuii: KonmuecTso nepeagpecalnii, HACTPOEHHBIX [/1s1 3TOIN KBAPTUPBI.

BDelicTBus: PegaktmpoBaHue 6o yaaneHue KBapTupsbl.

4.6 CKYQ

B 4aHHOM MeHH0 yKasblBaloTCsi 06LMe napamMeTpbl yNpas/ieHusi CUCTEMOI KOHTPOsIA fOCTyna, npasuna
[0CTyna U UAEHTUUKATOPDI.

OBLWE HACTPORK  WIEHTHUOMKATOPL MPABUNA OOCTYTA CBOBOIHLIA OOCTYI

LE

YnpaeneHue JocTynom

Mcnonb3osart oBLUMit KOf OTKPBITHA 0000

YnpaeneHue aamkamu

w
(=3

4.6.1 O6LWMe HACTPONKM

MacTtep-kapTa: Homep macTtep-kapTbl.

Wcnonb3oBaTb 06LWMii KOA OTKPbITUA: BK/IloueHWe/BbIK/TIOUYEHME CMO/Ib30BaHUst OGLLETO Koga Asls
OTKPbITUS 3aMKa.

O6Wwuii Kog OTKPbLITUA: BBOAMMbI HA KNaBuaType naHenu Kog A/1s OTKPbITUSI 3aMKa.

@ Npu ncnonb3oBaHUM MOAYNA YNPABIEHUS ABYMS 3aMKaMu SH-42, Npu BBOAE 06LLETO KOAA OTKPbITUSA
Ha naHenu, GyayT OTKPbIBATbCA 06a 3aMKa.

KoHdourypupoBsaHue yepes web nitepdpeinc - 27



AA-12B/AA-12FB - AA-12B/AA-12FB

@ Peructpauyus KapT c NOMOLLbLIO MacTep-KapThbi:
Beeaute B nosne «MacTtep - kapta» undpy 0 U HOKMUTE KHOMKY «[TpUMEHNUTb».

[anee nogHecute HEOBXOOUMYIO 419 perncTpanmmn mactep-kapTy K 061acti cumTbiBatens naHenu -
0TObOpa3nTCsa TEKCTOBOE yBeAOMEHME Koy agMuHA'" 1 Npo3ByunT curHan «<6UIM» , koTopblit
0O3HayaeT, YTo MacTep - KapTa yCrneLHo 3aperncTpupoBaHa.

Mocne 3Toro K 06/1acTh CYUTLIBATE S NAHENN NOAHOCUTE MO OYepeay KapTbl NoMb3oBaTeseil.

Mocne Kaxxaoi KapTbl NO/b30BaTesns 6yaeT 3Byyarb curHan «bIM», KOTOpbIA 03HAYaeT yCneLLHy
perncTpaumio NoAHECEHHON KapTbl. Takke Ha gucnsee naHesm otobpasmnTcs, YTo gobasieHa HoBast
KapTa.

Bpems mexay Ao6aBneHneM KapT He AO/DKHO NpeBbIwaTtb 10 CEKYHA,.

4.6.2 YnpaBneHue 3aMKamMu

YnpaBneHue samMmKamu

Py o
P

OTKpbITL 3aMOK

3amok #1, 3amMOK #2

BpeMsi OTKpbITUS 3aMKa (CeK): Bpems, Ha KoTopoe GyayT 3aMKHYTbI U Pa30MKHYTbI KOHTaKTbl pesie
naHenm.

3agepXKa nepepg, oTKpbITUEM: Bpemsi, 0 NCTeUeHUM KOTOPOro NPOoU30iaeT 3ambiKaHue Uan pasmbikaHue
KOHTAKTOB pesie naHenu (3aepxka A0 OTKPbITHS).

4.6.3 OTKpbITb 3aMOK
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3amok #1, 3amMOK #2

OTKpbITb 3aMOK: PYHKLMS OTKPLITWS BbIGpPaHHOTO 3aMka 13 WEB nHTepdieiica naHenw.

4.6.4 [ONONHUTENbHbIE HACTPOIKM

[JononHuTeNbHbIE HaCTpOﬁKM

Homep ataxa (ynpaBneHue nudptom): HoMep ataxa, Ha KOTOPOM YCTAHOB/IEHA BbI3bIBHAS NaHESb.
MapameTp HeO6X0AMM A1 BbI30Ba MITA HA YKa3aHHbIA 3TaX Npu NoAHECEeHUN aeHTMdMKaTopa K
CUUTLIBATESIO NaHENV NpY NCMNosIb30BaHUK Moayss nndTa EVRC-IP.

PeXum oxpaHbl MOHUTOpa: OTK/IOYEHNE CUTHAIM3ALMN HA BHYTPEHHEM MOHUTOPE NpY NOAHECEHWUM KapThl,
KoTOpasi NpuBsizaHa K JIOrM4eckoMy afpecy 3T0ro MOHUTOPA.

4.6.5 CepBepHOe ynpas/feHve A0CTyrnoM

CepeepHoe ynpasfeHne JOCTYNOM

BkntoueHo: BkoyeHne/BbIKHOYEHNE pexnma pa6OTbI naHesnu, npn KOTOpoM KapTbl AOCTyNa 1

VI,CI,eHTI/qu)I/IKaTOpr He XpPaHATCA B NMNaMATU NaHeNnn n npn nogHeCeHnn TakoBOW K cynTbiBaTesO, NaHesb 6y,u,eT
oTnpaBnATb 3anpocC Ha CepBEP N OXNAaTb OTBET - AaBaTb AOCTYN WU/IN HET.

(® TalimayT noslydeHnst OTBETA OT CepBepa COCTaB/IAET A0 15 CeKyHA, [0 NCTeUEHMIO 3TOT0 BPEMEHMN,
naHesb aBTOMaTMYeCKM 06paLLaeTcsi K CBoeli 6a3e AaHHbIX 1 NPegocTaBnsieT IMbo He
npenocTasseT focTyn.

Mcnonb3oBaTtb NoJsib3oBaTe1bCKUii cepBep: BkntoyeHne/BbIKOYEHNE MCNO/1b30BaHUSA
Nno/1b30BaTE/IbCKOIo cepeepa AJi4 ynpas/ieHUA NMNaHesbi.

MNonb3oBaTenbCKuii cepeep: Apec Nosb30BaTeNIbCKOro cepBepa. B kauecTse cepsepa MOXeT
ncnonb3osatbea cepsep Link™P.

4.6.6 PacnosHaBaHue nu,

10 https://wiki.bas-ip.com/display/BASIPLINK/BAS-IP+Link
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PacnosHaBaHue nu

Bkn

CTeneHb cxofcTBa Pexum
Huskui v 3D v

V] PacrnosHaBaTb Npy 06HapyXeHUu
LBUXKEHUS

Bkn: BkntoueHne/BbIKtoUEHNE (*)yHKLI,I/II/I pacno3HaBaHUA 1AL, B NaHENn. OI'ILI,I/IFI ncnosib3yeTcqa ans
nonyyeHnAa AocTtyna B nomMeleHmne nytemMm CKaHmpoBaHnA inla noceTuTerss.

CxopcTBO: Bbi6op YpOBHA CX0ACTBa Nuua, rae "Huskoe" - MMHMManbHOe CXOACTBO, a "Bbicokoe' -

MakcumasibHoe. [pyu HU3KOM YPOBHE CXOACTBA A0CTYN MOXET NPefocTaBNATLCA C 6onblLueit NorpeLwHoCTbH,
4yem Npu BbICOKOM ypOBHE.

PacnosHaBaHue nuy,

Bkn
CreneHb cxoacTea Pexxum
3D v
Hwnskuin

HopmanbHbIn

Bbicokuin

Pexxum: BbI60p pexumMa pacno3HaBaHus L.

« MporpamMmHbIii - 1511 pacno3HaBaHus NnL, UCNO/b3YETCS TO/TbKO NPOrpaMMHbIi anropuTM
pacrnosHaBaHus.

« Anti-spoofing - 3awWwmTa ¢ UCNonb30BaHNEM aNrOPUTMOB HEMPOHHO CETU AN YNYULLIEHHON 3aLLUTbI
OT NOAMEHbI GUOMETPUYECKNX AAHHBIX.

+ 3D - K NporpaMmMHOMY MPOLIECCY pacno3HaBaHusi 106aBNSETCSA AONO/THUTENbHOE CKAaHUPOBaHWE C
CNONb30BaHMeM VIK faTuvKoB AN 3aluUThl OT CrydouHra.

PacnosHaBaHue nuy,

Bxn

@Hb CXOACTBa Pexum
Huskwin v

MporpamMmMHbIA
(0 PacnozHasars Npn 0BHAPYKEHNN ABUKEHNA Anti-spoofing

3D
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PacnosHaBaTb npun 06|-|apy)|(e|-ww| ABMKEeHuns: ABTOMaTUYECKWIA 3anyck: BkntoueHwne/BbIKIOYEHNE
aBTOMaTn4yeCcKoro pacnosHaBaHuna nmuda rno aktmeaumy gatdymka ABmXXeHunA B naHesnn. |_|pl/| I'IpI/I6J'II/I)KEHI/II/I

yesloBeKa Ha PaccTosiHue Ao 50 cM, NaHe b BYAET BbIXOANUTL U3 peXxnma OXUgaHUA BKIYaTb (OYHKLMIO
pacrnosHaBaHusi u,.

© Mpu pacnosHaBaHum NnLA NaHesb ocTaHaBNMBaeT RTSP cepBep 1 3anyckaeT ero yepes 1 MUHyTy
Moc/sie OKOHYaHUS pacno3HaBaHusl.

4.6.7 Pacno3HaBaHue QR

PacnosHaraHue QR

m
3

Pacno3HaBaTtb npu 06|-|apy)|(e|-ww| ABMKeHuns: ABTOMAaTUYECKNIA 3anyck: BkntoueHue/BbIKIOYEHNE
aBTOMaTUYECKOro pacrno3sHaBaHua QR N0 akTuBaUun gatymka ABUXeHUa B naHenu. MNpu I'Ipl/l6.I'II/I)KeHI/II/I

yenoBeKa Ha PaccTosiHie Ao 50 cM, NaHenb GYAET BbIXOAUTL U3 peXrUMa OXUAAHUA BKAOYATb (OYHKLMIO
pacnosHasaHusi QR.

4.6.8 Bxop pgatuvka osepu

Bxog gatyuka geepu

3aKkpbiTO.

KoHdourypupoBsaHue yepes web nHtepdpeinc - 31



AA-12B/AA-12FB - AA-12B/AA-12FB

Bkn: BKtoueHne/BbIKMOUYEHNE UCMONb30BaHNA BXOa JaTunka asepu. JaTtumk ABepun UCnob3yercs Ans
MOHWUTOPUHIA COCTOSIHMA ABepy. Ecnv ABepb 6bina He 3aKpbiTa, N0 UCTEUEHNIO BPEMEHW cpabaTbiBaHus, B
XXypHasie 0To6pasmnTCs, UTO ABEPb HE 3aKpbiTa.

Pexxum: Boibop pexumma paboTel BXoga.

« batuvk gBepu - Npu pa3MbliKaHNM KOHTAKTOB AaTuMKa YCTPOWCTBO MOXET 0TO6paXaTb UHhopMaLIo
06 3TOM B XypHaJsie, BbINOMHATL OTNPABKY XypHasia Mto6bLIMU AOCTYNHLIMU crnoco6amu.

« KHonka Bxoga - npy 3amMblKaHUW KOHTAKTOB YCTPOMCTBO OTKPOET 3aMOK.

« BbI30B KOHCbepXXa - NMpy 3aMblKaHUV KOHTAKTOB YCTPOCTBO BbIMO/IHUT BbI30B KOHCLEPXKY.

Bkn

Pexxum

[aTuunk aBepu
KHonka Bxoga

BbI30B KOHCbepXXa

I CpabatbiBanun

Cratyce C

3akpbITO.

Bpemsa cpabatbiBaHUsA: BpemMeHHOW nHepsars, No MCTEYEHUIO KOTOPOTO, B XXypHasie 0To6pa3unTcs 3anmch o
TOM, YTO ABEPb HE 3aKpbiTa.

MoBTOpHaA oTnNpaBKa COOGLEHUI O cpabaTbiBaHMU: BKOUEHVE/BbIK/IOUYEHE NOBTOPHOW OTNPaBKU
COO0O6LLEHNIA B XXypHan cuctembl/syslog/email/Link.

Bpems noBTOpa OoTNpaBKK CO06LIEeHUIi 0 cpabaTbiBaHUU: IHTepBas B CEKYHAAX, MO UCTEUEHUIO KOTOPOTo
B XXYpHasie CMCTEMbl 0TOGPA3UTCS MOBTOPHOE COOGLLEHME O TOM, YTO [IBEPb HE 3aKpbITA.

Craryc: NonyyeHne TEKYLLErND cTaTyca Bxofa Aatyuvka ABepu.

4.6.9 NpeHTudomkaropsl

B gaHHOM MeHI0 oToGpakaeTcsl Tabnmua NaeHTUMKaTOPOB 1 KOAO0B A0CTyNa, A06aBEHHbIX B NaMSATb
BbI3bIBHOI NaHenu.
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Tnasxan H
BAS-IP multi-apartment panel
- CeTs
OBLUVE HACTPOMKM ~ WOEHTUOWMKATOPEl  MPABWIA JOCTYMA  CBOBOMHBIA LOCTYN
te Briz6IEHEA NaHENb
B Kesprupo HOBbIA MIEHTUOUKATOP
] CKYL,
154 Nepeanpecauns O KsapTupa WO Bnagenbua Twn anagensiia Tun upeHTHBMKaTOPa Homep uaeHTHUKaTopa Orpatn
o [GNONHUTENbHO
D 1-1-1-2. WearoB MEEH Bnapeney Kapta 1212112 BeckoKeuro
9 Hyprans! .
e Be30nacHocTs 3anucer Ha CTpanuue 20 - 1-1u31
i Cuctema

[ob6asneHve naeHtTudgukaropa

Mocne HaxaTtusa Ha KHONKy "HoBbI naeHTMdmnkatop" oTobpasntcsa cneayowmnin nHtepdeic:

Hoebiit uaeHTUdUKaTOp

Homep KBapTHpbl
1-1-1-2( UBaHoB)

OO snagensua Tun anagensua
WBaHoB nMBaH Bnapeney

Tun upeHTHKKaTopa Homep upeHTHdnkatopa
Kapra ~ 1212112

Mpasuna goctyna

[0 Orpasnuenne cpoka gencTens

[ Opanuyenme kon-20 Npoxo[os

3amMok #

#1

OTMEHA MOATBERIUTL

Homep KBapTupbI: BbIGOP KBAPTUPbI M3 CYLLIECTBYIOLLIETO CMICKA KBAPTYUP.

PUNO Bnagenbua: [laHHble 0 Bnagensle naeHtudmkaropa.
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Twun Bnagenbua: Boidop Tvna Bnagensua naeHtudmkaropa. JocTtynHel TUnbl "Bnageney” n "rocts".

Tun uageHtTucpukaropa: Boidbop Tuna ngeHtTudukaropa.

@ Twvnbl naeHTUGNKATOPOB:
JOCTynHbI 4 TUNA UAEHTUPUKATOPOB:

« Kapta - EM-Marin nnun Mifare kapta. B cocegHee none "Homep ngeHtncrkaTopa" Heobxoanmo
BBECTM HOMEP ugeHTuhrkaTopa B gecatuyHomMm copmarte, 6e3 3ansaTbiX. 3a4acTyro Kof KapTbl
yKasaH Ha caMoii kapTe /imbo B AeCATUYHOM SO0 B LUECTHaZUATMPUYHOM chopmare.
KanbKyisTop nepesoja 3 pas/inyHbIX CUCTEM CUMCIEHUSA AOCTYMEH Mo cobiikell,

« UKEY - UKEY ngeHtudukarop. B cocegHee none "Homep naeHtudmkaropa" Heobxoanmo
BBECTM HOMEP ugeHTugrkaTopa B fecatuyHom copmare.

« Kop poctyna - kof 019 BBO4a Ha KniaBmaType naHesnu. B cocegHee none "Kog goctyna”
Heo6xo0aMMo BeCTV LuchpoBoii Kog, 4MHOW He 6onee 30 CMMBOSIOB.

« Face ID - ngeHTudnkaTop nosnb3osatens B Buae nvua. Npun gobasneHnun aToro tuna
naeHTudurkaTopa HeobxoaMmMo 3arpy3nTb potorpacuio B dhopmare jpeg, Kotopas yaeT
CKOHBEPTMPOBaHa B XeLl, KOTOPbIA ByAET UCNO/b30BaTLCS B Aa/IbHENLLIEM 47151 NPOBEPKN
[ocTyna npy Ncnosib30BaHUN PyHKLMK pacrno3HaBaHUs nu,.

HoBbiA naeHTudukaTop

HoMep KBapTHpLI

1-1-1-2( MieaHos)

OMO enagensya Tun anagensua
WBaH MBaHos Bnapgeney

THn MaeHTHUKaTODA

Face D

. Dain: He Boibpan daitn BbIBEPUTE QAW

lMpaeuna gocTyna

[0 Orpauuuerme cpoka AsicTENRA

[ OpaHuueHme kon-80 npoxogos

3amok #

#1

OTMEHA MNOATBERAUTH

MNpaBuno goctyna: BbiGop npaswia fOCTyna U3 CyLLEeCTBYHOLLETO CNcka npasusl.
OrpaHuuyeHne cpoka geicTBua: OrpaHnueHne cpoka aeiicTBusl naeHTUdrKaTopa Bo BpEMEHMU.
OrpaHuuyeHue Kon-Ba NpoxogoB: OrpaHnyeHne KomyecTsa NPOXoAoB A uaeHTudukaTopa.

3amok #: BbI6op OTKpbIBAEMOrO 3aMKa.

11 https://www.binaryhexconverter.com/hex-to-decimal-converter
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4.6.10 lNpaBuna pgoctyna

B faHHOM MEHI0 yCTaHaB/IMBAKOTCSA Npasusia JOCTYna, COrMacHo KOTOpbIM GyAEeT ONpeaensTbCs YPOBEHb
[lOCTyNa pas/iMyHbIX N0/b30BaTENEN N X MAEHTUMKATOPOB.

OBLME HACTPOWKM WAEHTUOUKATOPL MPABUNA NOCTYMA

TecToBOe NpaBUNO 2019-01-22 2019-01-23 '

@

Co3gaHune HOBOro npasuna

Mocne HaxaTtusa Ha KHoMKy "HoBoe npaBuno" otobpasnTcs cneayowmin MHTepgeiic:

M3MeHuTs Npaeuno goctyna

TecToeoe npaewno

Becb feHb

2 2019-01-22 %) 2019-01-23
ExerogHo -

beckoHeyHo -

OTMEHA NMOATBEPOMTL

HasBaHue: Ha3BaHue npasusa.

Becb AEHb: BkntoveHne/BbIKIOHEHNE yKasaHna BpEMEHHOIo nHtepesasia AeﬁCTBMH npasusia B CyTKax.
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@ Ecnun (*)yHKLLMFI BbIK/TO4YEHA, N0/1b30BaTe/lb UMEET BO3MOXXHOCTb yKa3aTb BpeMeHHOIZ NHTEepBaul
AEﬁCTBMﬂ AaHHOro npasuna.

OTMEHA MOATBERPONTL

Hauano - KoHew: Bbibop nHTepBasia AeicTBrs AaHHOro npasuna.

AHBape 2019 T.

B

6 7 8
13 4 13

20 22

2?29

OTMEHA

MoBTOpPATL: YKasaHue KonuyecTsa NoBTOPOB AaHHOI0 NpasBuia NCXo4s U3 Pas/iMyHbIX BPEMEHHbIX
YCNOBWIA.
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« ExepHeBHO - NpaBu/io GyaeT NOBTOPSATLCS KaXblil A€Hb.

« ExeHeAenbHO - [paBnnio 6yAeT NOBTOPSTLCS KaKayto HeAEeNHo.

« Kaxpgpble 2 Hegenu - MpaBuio GyaeT NOBTOPSATLCS Kaxkable ABE HeAenu.

« ExxeMecsuHO - [paBnio 6yAeT NOBTOPSATLCS KaKabli Mecs,

« ExerogHo - MpaBuso 6yaeT NOBTOPSTLCA KaXAblii rof.

« HacTpouTb - BbiGop HacTparMoBOro NPOMEXyTKa BPEMEHU AeliCTBUS NpaBuna.

Hoeoe npaenno aoctyna

Ha3eaHue
MpaBMno AOCTYNa ANA CEPBMUCHBIX pabt

Bechb eHb

{3 2020-03-02 X [3) 2020-05-02 X
HacTtpoutb - Kawgbii(e) @

ExeHenennHo -

MH BT Cp Yt nr co Bc

beckoHeyHo -

OTMEHA NMOATBEROMTL
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Bech feHb

Kawable 2 Hegenu
ExemecauHo

ExxerogHo

I HacTpouTs

Hauano Kowxeu
3 2019-01-22 3] 2019-01-23
ExeqHeBHO
ExxeHeflenbHo

OTMEHA MOOTBEPONTL

v_

LANUTenbHOCTL NOBTOPOB: BbI60p KOHEUHOTO Nepuoga AeCTBrs AaHHOro npasuna

N3aMeHuTs npaewno focrtyna

HazeaHue

TecToROE NpaBuIo

Becb ieHb

Hauano KoHeu
5 2019-01-22 3 2019-01-23
MoeToOpATH
MoaTopATh
EwerogHo

LNUTenbHOCTb NOETODOB

beckoHeyHo

0o

OTMEHA MOATBEROWTE

Mpw BbIGOpPE NapameTtpa "beckoHevHO" NpaBu/Io ByAET AeicTBoBaTh Beerga. Mpu Beibope napametpa "[o",
MOXHO yKa3aTb KOHEYHYH AaTy AeCTBUS JaHHOro npasuia.
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4.6.11 CB0OOAHbI AOCTYN

B gaHHOM pasgene MOXHO NPOoM3BECTM HACTPOIKY CBOGOAHOMO A0CTYyna A1 A4OCTyna B NoMeLLeHve no
pacnvcaHuto.

OBLKHME HACTPOWKK WOEHTUDHKATOPE MPABMNA OOCTYMA CBOBOAHLIA IOCTYN
CB0OGOAHLIA AOCTYN COXPAHUTH
BTopHuK 08:00 10:00 Mepabiii
YeTBepr 1400 14:30 Mepebii

Bk/1toUEeHO: Bk/toueHe/BbIKOYEHVE (hYHKLMU CBOBOAHOTO AOCTyNa B NOMELLEHWE NO pacnvcaHnio. 31a
(pyHKLMSI MOXET BbITh UCMOMb30BaHA [/151 CEPBUCHBIX CYX6, NOCELLEHNE KOTOPLIX UMEET PEry/sipHbIi
XapakTep, HanpuMep NoOYTasIbOHOB, CNYXX6 AOCTaBKU, KTMHUHIOBLIX C/YX6 1 Tak Aasee.

@ AkTMBauMA OYHKLMU

[ns nonyyenns goctyna B NOMELLEHME Ha BbI3bIBHbIX NaHesnsx cepum AA-07X n AA-09X Heo6xoanmMo
HaXkaTb Ha KHOMKY MHpopMaLMy B NPaBoOM HUXHEM YTy K/iaBuaTtypbl.

[ns nonyyenns goctyna Ha Bbi3bIBHbIX NaHensx cepmm AA-11X, AA-12X 1 AA-14X He06X04MMO HaxXaTb
Ha KHOMKY KOHCbepxa [Ba pas3a.

[OHun

BbIGop fHel Hefenu, No KoTopbIM GYAET OCYLLIECTBSATLCS CBOGOAHbIN AOCTY.

BKoueHo: BK/iloUueHye/BbIK/TIOUYEHE akTMBaLMKN (oyHKLUUM CBOGOAHOIO A0CTYyNa Nno onpeaeneHHoMY [HI0
Hegenu.

OT: Bbi6op HauyaibHOro 3HaUYeHWs BPEMEHHOO MHTEPBANa, Mo KOTOPOMY Gy/1eT OCYLLEeCTBAATLCS AOCTY.
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OTMEHA MNOATBERPAUTL

Bo: Bbi6op KOHEYHOTO 3HAYEHWS BPEMEHHOTO UHTEpBana.

OTMEHA MNOATBERPAUTL

3amok: Bbi60op 3amka, KOTOpbIi ByAeT akTMBMPOBATLCSA, NPV UCMOMb30BaHUM (OYHKLMM CBOGOAHOTO AOCTyna.
AKTyasIbHO NP UCNO/b30BaHUN MoAayst SH-42.

A OyHKuMA 6yaet paboTaTh, €C/IN Ha BbI3bIBHOI NaHENN yCTaHOB/IEHbI KOPPEKTHbIE AaTa U BPeMmsl.
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4.7 lNepeagpecayums

[JaHHbIil pa3gen ncnons3yetcs AN NoAMeHbl HOMEPOB CPeACTBaMMU NaHEN NP BbI30BaX, MOCTYNAKLUX HA
BHYTPEHHME MOHUTOPbI, KOTAa MOHUTOPA HET WM OH OTK/IOYEH, NGO Ha N060I ykasaHHbI SIP-HOMep.

HacTpolku nepeaapecaumm m

Bce BmecTe

Ouepeaw nepeagpecalun

4.7.1 HacTpolikv nepeaapecauum

Pexxum: BbiGop pexuma nepeagpecauymn. Bce cpasy - Bbi30B GyeT coBepluaTbCs Ha Bce Homepa
0AHOBpeMeHHO. Mo ouepeawm - BbI30B GyeT COBEpLIATLCSA NOCNeA0BaTe/IbHO C MHTEPBA/IOM B 20 CEKYH.

4.7.2 HoBas nepeagpecauus

Mocne HaxaTtus Ha KHoMKy "HoBasi nepeagpecauus” oTobpasnTcsa cneayoLmii nitepdeiic:
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PE,D,EKTMDDE!&HH e nepeagpecaludm

Gip1@192.168.1.99 e
;|p_225:5@:5|;_3b35|pcom O
[I0GABUTH
OTMEHA MOATBEROWUTL

Homep KkBapTupbIl: HoMep, HabMpaeMbIil Ha KaBuaType naHesnu.

Homep nepeagpecauuun: HanpasneHue, Ha KOTopoe ByAeT COBEPLLATLCA BbI30B NPU BBOAE
COOTBETCTBYIOLLIETO HOMepa Ha KnasuaTtype naHesin. MoXeT 6bITb UCMOMb30BaHO Kak [/19 3BOHKOB
BHYTpU CeTU Nno P2P, Tak 1 No npoTokosny SIP.

@ ¢>opmaT 3anucu gns P2P Bbi3oBa

Sip:1@192.168.1.99, rae 1 - Xeflaemsblii 4191 0TO6paXeHNs Y Bbi3bIBAEMOro aboHeHTa HOMep
,192.168.1.25 - IP-agpec BbI3biBaeMoro SIP knneHTa (B c/lyvae ucnosnb3oBaHus coptdioHa - IP-agpec
YCTPOIACTBAa, HA KOTOPOM YCTaHOB/EH COITAIOH).

sip:192.168.1.99, rae 192.168.1.99 - IP-azpec Bbi3biBaeMoro SIP KfineHTa (B cnyyae Mcnosb3oBaHus
copThoHa - IP-agpec yCcTpoiicTBa, Ha KOTOPOM YCTaHOB/IEH COQITGIOH).

JonyckatoTcsi 06a BapyaHTa HacTPOIKN.
BbI30B Ha TpyOKy SP-02:
sip:192.168.1.99, rae 192.168.1.99 - IP-agpec BbI3bIBAEMOI TPYOKM.
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(@ dopmar 3anucu AnsA BLI30OBa NO NPOTOKONYy SIP

sip:2255@sip.bas-ip.com, rge 2255 - SIP HoOmep BbI3bIBAEMOrO YCTPOWNCTBA, sip.bas-ip.com - agpec
SIP cepBepa, KOTOPbIA MOXET ObITb YKa3aH Kak |IP agpecom Tak U JOMEHHbIM UMEHEM.

Ho ecTb 1 60nee NpoCToli BapuaHT:

2322 - SIP HOMEp BbI3bIBAEMOI0 YCTPOICTBA, agpec SIP cepBepa npu 3TOM MOXHO He M1caTb, Kak U
KOHCTpPyKUMto "sip:" B Havane.

4.8 [1oNOJSIHUTENBbHO

« O6O0WU(see page 43)

« HacTpoiikn 06bSABNEHUSA(see page 43)

o Cnncok RTSP NOTOKOB(see page 44)

« [Nlonb3oBaTenbCkme YBeAOMEHNUS(see page 45)

4.8.1 O6ou
O6own
Dann
e
YCTAHOBWTL CTAHJIAPTHIRA

BbiGepuTe chaiin: Bbi6op Nosib30BaTe/IbCKoro N306paxeHnst B kauectTse DQOHOBOIO PUCYHKa B rpadomyeckom
nHTeppeice BbI3bIBHON NaHenu.

MpocmoTp: MPOCMOTPETL YCTAHOBNEHHbI DOHOBLI PUCYHOK.

YcTaHOBUTb CTaHAAPTHbI: Bo3BpaT cTaHAapTHOrO (hOHOBOTO PUCYHKA.

4.8.2 Hactpolikn 06bsBneHus
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HacTpoika o6bsaBNeHUs

http://google.com

BkiloueHo: Bk/iloueHne/BbIKIOHEHVE pexmMa nokasa peknambl (HTTP-cTpaHuubl 1nbo RTSP-NoToka) B
pexnme oxungaHuna.

URL: URL oTtob6paxxaemoit HTTP-cTpaHuubl unn RTSP-noToka.

TanmayT: TaiimayT nokasa peksambl (10 - 300 MUHYT).

4.8.3 Cnncok RTSP noTokoB

®YHKUMSA NpoCcMOTpa AONOMHUTENBHbBIX IP-KaMep BO BPEMSI BbI30Ba ([0 4 NOTOKOB). ®YHKLWS AOCTYNHA A71s
MOHWTOPORB V4 1 M06bIX APYruX SIP yCTPOICTB C K1iaBUaTypoil.

@ basIP

FnaeHan

Cnwucok RTSP notokoB

Bcero: 3

9)

Ceto

Bol3bIBHER NaHEND

Kaaprupsi

oKy rtsp://admin:123456@192.168.1.75:8554/ YOANY

O Q B -

Mepeaapecauns

JR— rtsp://admin:123456@192.168.1.76:8554/ YIATM

BezonacHocTe

- 9 &

rtsp://admin:123456@192.168.1.77:8554/ YOANK

Cucrema

® nMopckaska:

Bo BpeMms BbI30Ba BO3MOXHO MePeK/IoYaTbCa MeX Ay NoTOKaMy HaXkaTtueM KiaBuLl OT 1 10 5 B MEeH0
MOHUTOpa. Knasuwia "1" cooTBETCTBYET NOTOKY KamMepbl BbI3bIBHOW NaHenu, knasuwmy ot "2" ao "'s" -
[0NO/HUTENBHO A06GaBNEHHbIM NOTOKaM (Mepegava ocyLLecTBNSETCs nocpeacTsom DTMF RFC2833).

URL: Agpec RTSP-noToKa, 0TO6paXkaemoro npu Bbi3oBe.

@ nMpumep:
rtsp://admin:123@192.168.1.189:8554/ch01
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4.8.4 lNonb3oBaTenbCcKkMe yBegoM1eHNs

OKHO A/151 pefakTUPoBaHKs Nosb30BaTe/IbCKMX YBEAOMIIEHNI NPU pa3findHbIX AeAcTBUsiX. Bo Bpems
aKTMBALMM Pa3/inyHbIX TPUITEPOB BbI3blBHASA MaHeb 0TOOpaXKaeT Ha gucniee TEKCT U NPoUrpbIBaeT
3BYyKOBOE CO06OLeHNE. B AaHHOM MEHIO TEKCT 1 3BYKOBOW (halin AN Kaxaoro AencTBUsA MOXHO N3MEHUTb Ha
nonb3oBaTesnibCkune. Takke [OCTYMHA BO3MOXHOCTb M3MEHEHMS TEKCTA, 0OTOOPaKaeMOro Ha r1aBHOM 3KpaHe.

P —_
@baslP <« = B
L Monb3oBaTeNbCcKue yBeAOMNEHNUA

CeTe

9)

K. Bbi3blBHAA NaHenb ﬂpl’l HaXXaTUKU KNaBULL NaHenu HDM Kne
KeapTupe! - 5
3] pTUp [ Brrniouen O] Bromoes
] cKyq,
-
w2 Mepeagpecauus
o [LlononHuTenbHo
=1 !

e Be30nacHOCTh . —_— =
i crerema Mpu oTKpPBITUM 3aMKa MPK BOHUKHOBEHMM OLWNGKK

BintoueH

[o6po noxanoeats! Ownbka

U Roland-JV¥-2080-101-Bass-C2.wav i ! [ Roland-Jv-2080-101-Bass-C2.wav

Mpw YpesBblYanHON CHTYaLUK

Mpu HaXaTUK KNaBuLlL NaHesnu: 3ByK Npu HaxaTum KnasuLl naHenu.

TeKCcT coobLeHnA: TEKCT, 0TOOpaxaeMblii Ha r1aBHOM 3KpaHe naHenu. B 3To nose MoXHO BECTH,
Hanprmep, HOMep KOHCbepXa A5 CBA3M NGO Ha3BaHME XMI0ro KoMMekca.

KoHdouryprpoBsaHue yepes web nitepdpeinc - 45



AA-12B/AA-12FB - AA-12B/AA-12FB

Boizor: Keaptupat#

KoHcbepx: 0000+

OTKpbITh: #+[laponb+#

OTmeHa: HasmuTe *

OTMEHA NOATBEPONTL

Mpwn oTKpbLITUM 3amKa: 3BYK 1 TEKCTOBOE co0bLieHNe "o6po noxanosarb" Npy NOCTYNJIEHUN Ha NaHesNb
curHana 06 OTKpbITUN 3aMKa.

Mpwn upesBblyaiiHOW cuTyaumn: 3ByK 1 TEKCTOBOE yBeAOMeHVe "TpeBora!" npy nepekoyeHnmn naHenu B
pexum YpesBblyaliHol cutyauun. lNMepeknioyeHne NpoucxoanT NporpaMmMHo Yepes BAS-IP Link n6o yepes
cTopoHHee O cpeacTBamu API.

(® B pexume upe3BbluaiiHOM CUTyaLMK TaKKe OTKPbIBAKOTCA 3aMKM, NOAK/HOYEHHbIE K NaHEesu.

Mpwn KMNB: 3Byk 1 TekcToBOE yBEeAOMNeHME "BbI30B" nNpu ncxogsaLem Bbi30Be, nocsie Habopa Homepa v o
OTBETa Ha BbI30B [PYroil CTOPOHOW.

Mpy BO3HMKHOBEHUM OWINGKN: 3BYK 1 TEKCTOBOE yBeAOM/IeHMe "Owun6kKa" npn BBoge
He3aperncTpMpoBaHHOrO HoMepa aboHeHTa, KoAa OTKPbITUSA 3aMKa U NOAHECEHUN HE3AaPEerncTpPUPOBaHHOIO
ngeHTudurkaropa.

& Ecnv kakaa nm6o n3 qoyHKLMIA BbiK/IloUeHa - 6yAeT UCMNosb30BaTbCsA CTaHJaPTHbI 3BYK 1
CTaHAapTHOEe TEKCTOBOE COOBLLEHME.

4.9 )XypHasibl

MeH!t0, B KOTOPOM OTOGPaXatoTCs BCe COBbITUSA, KOTOPbIE NPOUCXOANAN B NAHENN.

Bpemsa xpaHeHus XXypHaUs10B - 182 HS.
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Tnaexan

=

Cems

KypHan

. Bbi3blBHas NaHenb
KeapTupbl
& PR v OUNETPE
9 cKvg
+ N o

Lt Mepeagpecaums
20190221 .

* OononHuTencHo 14:58:15 HETEMS
20190221

9 KypHans: 134540 cucTema

e BezonacHoCTb 2019-02-21
13.4342 Hoctyn

¥ Cucrema 2019-02-21 2
13:42.06 s
20190221
134201 Hoctyn
20190221
13.4154 Hoctyn
20190221 2
13:41:41 s
20190221 i
134136 HocTy
20190221
134116 Hoctyn

CpeaHuit

CpeaHuit

Bbicokui

Bbicokui

BbICOKMIt

Bbicokui

Bbicokui

BbICOKMIt

CpegHuit

BAS-IP multi-apartment panel

Bxof B BeG-UHTEphENT

Bxof B BeG-UHTEphENT

HesanuaHbii MaeHTHHKaTOD

HenzsecTHbIA naeHTUGMKATOP

HEW3BeCTHEIA HASHTUDUKATOD

HewnzeecTHolA uaeHTUGUKaTOP

HenzsecTHbIA naeHTUGMKATOP

HEW3BeCTHEIA HASHTUDUKATOD

[ocTyn paspelieH yaan&HHbIM
cepeepom

COBepleH yeneluHsii exoa (admin) 8 8e6 uHTepdeic

COBepleH yeneluHsii exoa (admin) 8 8e6 uHTepdeic

Wenonbaosak HeBanuaHbIA naeHTHdUKaTOp 8098544,
Bnajeney satana6bb

Wcnone3osaH HeM3BECTHBIA MASHTHpMKaTOP 8098545

MCNoNb308aH HEUIBECTHBIR MASHTUDUKATOD S098545

Wcnonbaoean HeW3eeCTHoIA naeHTHGUKaTop 8098545

Wcnone3osaH HeM3BECTHBIA MASHTHpMKaTOP 8098545

MCNoNb308aH HEUIBECTHBIR MASHTUDUKATOD S098545

OTKPLIT 33MOK 1 YAANEHHLIM CEpBEPOM

B gaHHOM pasgene MOXHO Npon3BecTr qamanpau,mo AaHHbIX B 3aBUCMMOCTU OT Bbl6paHHbIX CTOI'I6LI,OB C

pPa3ouBKO MO 3HAYEHUSIM.

B cTpoke "Ctonbeu" AOCTYNHbI 3HAYEHUSA:

« [Npuoputet
« Kateropus
+ HasBaHue

TnaeHxan

v OUNBTPBI
= Cems
& or X
te Briz6IEHEA NaHENb -
B Keaprupel CronGeu noaue
PasHo -
0 kvl MpuoputeT
K: Mepeappecaums Kateropua n TeT bITHE
[GNONHUTENBHO
o HaaBahue CpepHuit Bxon & se6-uHTepdeiic
£ KypHank )
2020-02-13 Roctyn F— HeuzgecTHsli
22:46:43 ¥ nBeHTUGMKETOD
< BesonacHocTs
2020-02-13 ¢ N 3aMoK OTKpBIT
i CHCTEME 22:43:27 Aoetyn peani MpeHTUGHKaTOPOM
2020-02-13 Hoctyn Boicokwii HeunzsecTHoIR
22:20:19 ¥ uaeHTUDKMKaTOP

B cTpoke "Ycnosue" AoCTyMHbI 3HA4YEHUA:

o bonble
o MeHbLle
- PaBHO

CoBeplueH yenew el i 8xoa (admin) e 266 uHTepheic

Wcnonb3osak HEW3BECTHbIA MAeHTUKKATOP 7965425

WMcnons3aoeax BaNMAHLIA MOeHTUKKETOR 7735783, nageney |,
OTKPBIT 3aMOK 0

WCnonb308aH HensBeCTHbIA MASHTUUKATOp 7965425
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@ basIP
nasHan

= CeTo
- Boi3bieHas nanens
B KeapTupbl
] cKyq,
w2 Mepeagpecauus
te [lononHuTensHO
9 KypHanbi
< BesonacHocTs
i Cuctema

v OUNBTPBI
8 or x [ Oo X
CronGeu Ycroswe
MpuoputeT - 3HaueHue -
— Bonbuwe I3
Lata/epemsa ateropms MeHblue
2020-021 .
‘ E‘DS"‘B CucTeMa Paexo 4 CoBeplIeH yCnalHbIA BXoa (admin) 8 86 WHTepdeiic
; HeuasecTHeli ;
foctyn BbiCOKMI MCNONb30BaH HEM3BECTHBIN MASHTUDHKATOD 7965425
: MASHTUHKaTOP
. 3amoK OTKpbIT WMcnons3aoeax BaNMAHLIA MOeHTUKKETOR 7735783, nageney |,
Doctyn Cpenxui
’ MAEHTUGHKATOPOM OTKPBIT 3aMOK 0
; HewssecTHbii ;
Lloctyn Bbicokmit MCNONb30BaH HEM3BECTHBIN MAEHTUGMKATOp 7965425

naeHTudKKaTop

B cTpoke "3HaueHve" fOCTYMNHbI pa3inyHble onummn B 3aBUCMMOCTU OT BbIGPaAHHOro cTonbua.

Mpuoputer

Hun3kni

CpegHuii

KaTteropus Has3BaHue

Cucrtema YCTpOIACTBO 3anyLLEeHO

Cuctema JocTyn 3anpeLleH u3 Be6-nHTepgelica
Loctyn 3aMOK OTKpbIT KHOMKOW CBOBOAHOrO focTyna
Cucrema BBefeH BepHblii Naposib BxoAa B Be6-uHTepdeiic
[Joctyn 3aMOK OTKPbIT KHOMKOW Bbixoaa

[Joctyn BeefeH 06wwmii kog goctyna

Joctyn 3aMOK OTKpbIT MAEHTUIINKATOPOM Nnua
Cucrema Hauyasio 06HOBNEHMSA MPOLLMBKM

Cuctema Bxopg B Be6-mHTEphelic

Cucrema MpowwnBKka 06GHOB/IEHA YCMNELLHO

Cucrema MpoLwmBka He 0GHOBNEHA

WHdpopmauus Bxogsimii BbI30OB
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Mpuoputer Karteropua

Bbicokuii VHdgopmauyus

Joctyn

Joctyn

UpesBblvaiiHas cuTyaums
JocTtyn

Cucrtema

JocTtyn

Joctyn

Joctyn

Joctyn

Joctyn

UpesBblvaiiHas cuTyaums

JocTtyn

Kputnuubid  [ocTtyn
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HaszBaHue

OGHapyXeHO ABWXeHNe

[AnutensHoe OTKpbITME 3aMKa

JocTyn 3anpelleH yaaneHHbIM CEpPBEPOM
HewTartHoe cobbiTue

HeBepHblii Kog goctyna

HeypauHasi nonbiTka BXxoga B BeG-MHTepdieiic
JocTyn paspelleH yganeHHbIM CEPBEPOM
HewunsBecTHbIn ngeHtTudmkarop niua
JocTyn BocnpelleH us Be6-nHTepdeiica
3aMOK OTKPbIT OTBETHbIM YCTPOCTBOM
3aMOK OTKPbIT NAEHTUMKATOPOM
OKCTpEeHHOE cobbITne

Wcnonb3oBaH HEBANMAHBIN MAEHTUMKATOP

[lBepb He 3aKpbITa C/IMLIKOM A0S0

B 3aBncumocTu ot Bbl6paHHbIX napamMmeTpoB MOXXHO HACTPOUTb rmékoe 0T06pa)KEHV|e BbIBOANMbIX AAHHbIX B
XypHasie n npon3sectu OI'IGp&TI/IBHbIVI NOWUCK I/IHdJOpMaU'I/IVI.

4.9.1 E-mail yBegomneHus

B AaHHOM MeH NpoM3BOAUTCA HACTPOIiKa NOYTOBOrO cepBepa AJ1si NOC/EAYIOLLErNO YBEAOM/IEHNS NO e-mail
0 Pas/IMyHbIX COBLITUSIX, KOTOPbIE 3AMNCHIBAIOTCS B XYpPHaUI.

HacTpoiiku noytoBoro cepeepa
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HKYPHAN E-MAIL YBEOOMNEHMA

HaCTDOﬁKM Nno4YTOBOro Cepeepa
T NOYTOBOrO CepBepa

SMTP -

Ajpec NoYTOBOTO Cepeepa Mopt

smtp.gmail.com 457

Mopt

SSL -

WMmA nonbsosatens MNaponb
notifications@bas-ip.com 12333255

Wma OTnpaB1TENA

Naotifications from the panel

Email nonyyatens Tema
system_journal@bas-ip.com Notifications from the panel

OTMNPABUTL TECTOBOE NMACBMO

Tvn nouToBOro cepBepa: BbIGOp NpeAnoYMTaeMoro Tuna noyToBoro cepeepa.

HacTpoiiku Mo4YTOBOro cepeepa

Twun noyToOBOrO CEPBEDA

He ykazaHo
Mopt
SMTP 457
Mopt
SSL -
WIMA nonbaceatens Maponk
notifications@bas-ip.com 12333255

MopT: None BBoAa noprta NoYTOBOIO cepBepa.

Tun wudpoBaHua: Beibop npegnoyntaemoro tuna wudposaHus, TLS nam SSL.
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smtp.gmail.com 457

MopT
He ykazaHo
TLS 12333255
SSL
system_journal@bas-ip.com Notifications from the panel

OTNPABUTEL TECTOBOE NUCLMO

Nmsa nonb3oBaTens: [lone BBoAa MMeHU rnosb3osaresisa SMTP cepsepa.

Maponb: None BBOAa Napons nosb3osaresis SMTP cepsepa.

Nma otnpaButens: None BBOAA MMEHM OTNPAaBUTENS, KOTOPOe ByAeT 0TO6paXaTbCA BO BXOAALLEM MUCbME.
Email nonyyatens: [None BBoAa NOYTOBOroO agpeca nosyyarens.

Tema: Tema nucbma.

OTnpaBUTb TECTOBOE NUCbMO: KHOMKA OTNpaBKM TECTOBOIO NCbMa /151 NPOBEPKM NPaBU/IbHOCTU BBOAA
[laHHBIX.

E-mail yegomneHus

B gaHHOM 6/10Ke MOXHO BblbpaTb CMUCOK COObITUIA, KOTOPbIE MOTYTb ObITb OTNPAaB/IEHbI HA YKa3aHHbI
MoYTOBbIN agpec.
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E-mail ysegomneHus

[J Zoctyn sanpelyen - HepelcTBUTeNbHbIN MAEHTUMKAT
[ Hdoctyn sanpeweH - HepetcTeMTeNbHbIR Face 1D

[0 Hdoctyn sanpelyeH - HesepHE A

[J OocTyn 3anpelueH yaane AF

[ocTyn 3anpelleH Yep

CnM1COK 0CTYMHbIX COObITHIA:

« [ocTyn 3anpeLleH - HegelcTBUTENbHbIN NAEHTUMKATOP
« [ocTyn 3anpeLleH - HegelcTBUTENbHBIN Face ID

« [ocTyn 3anpeLleH - HeBEPHbIA Kog,

« [ocTyn 3anpeLueH yaasieHHbIM cepBepoM - API

« [JocTyn 3anpeLleH - HeM3BECTHbIN NaeHTUMKaTop
« [ocTtyn npegocTtaBnasieTcs no Bbi3oBy API

« [ocTyn npefocTaBneH OTBETHbIM YCTPONCTBOM

« [ocTyn npefocTtaBneH no o6Liemy Kogy goctyna
« [ocTyn npefocTaBneH yganeHHbIM CEpPBEPOM

« [ocTtyn npegocTtaBneH naeHTMgmkaTopom

« [ocTtyn npegocTaBneH Face ID

« 3aMOK OTKPbIT C/IULLIKOM A0NT0

« 3amokK 6bl1 OTKPbLIT KHOMKO BbIXO4a

+ 3amoK OTKpPbIT KHOMKOI cBO6OAHOrO focTyna

« HewTaTtHOE CObbITME

« JKCTpeHHoe cobbITue

+ Bxoasiwuii 3BOHOK

« [BwkeHne ob6HapyxeHo

+ Wcxopswmii BbizoB

« O6HoBNeHue MO

+ HeBepHblii OruH - API

« YCheLHbI BXod B cuctemy API-BbI30B

« YCTpOICTBO Nepe3arpy>xeHo

«+ Pernctpauus SIP yTepsiHa
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4.9.2 Syslog

B 4aHHOM MeHH0 yKasblBatoTcsi nmapaMeTpbl Syslog cepBepa, Ha KOTOpPLI NaHeslb MOXET OTNPaBsATb JaHHbIE
XXYPHaO0B.

HacTtpoikn SysLog

BKto4eHo

Ter 6 v

URL Mopt
10.10.10.10 514

HacTtpoiikn Syslog

BktoueHo: BktoueHe/BbIK/OYEHNE OTNPABKU XYpHa/oB Ha syslog cepsep.
Ter: Ter ycTpoiicTBa, Heobsi3aTeslbHas onuusi.

YpoBeHb Syslog: YpoBeHb nogpo6HOCTH Syslog.

URL: Agpec cepsepa.

MoprT: MopT cepBepa.

Ckauatb: CkayaTb thalin xypHana Syslog.

OuuncTuTb: OuncTuth haiin xypHana Syslog.

dopmaTt coobLeHni

dopmart coobLeHult syslog COOTBETCTBYTE CTaHAapTy RFC542412,

CopepxaHvie COOBLLEHNI 0 COBLITUAX BbIMAANUT CMEAYOLMM 06pa3oM:

EVENT:{event_type}:{argl}:{arg2}:{argN}:{text}

OnucaHwve nonei:

Mone OnucaHue

{event_type} MaeHTudmkaTop TMna cobbITus

12 https://tools.ietf.org/html/rfc5424
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Mone

{argl}

{text}

... {argN}
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OnucaHue

ApryMeHTbl, XapakTepuaytoLye cobbiTue, eCnn ecTb

YenoBeko-untaemoe onucaHue cobbiTnusa B cBO60AHON hopme.
MOXHO CBOGOAHO MCNO/Ib30BATb : BHYTPY 3TOrO NOJIs.

K npumepy, cobbiTue "[iBEpb OTKPbITA C MOMOLLILIO MacTep-naponsa" MOXeT UMETb cneayoLwmii Bua;

EVENT:100:0000:/lBepb OTKpbTa C MOMOWbLK MacTep-naposns: 0000

r'oe 100 - ngeHTudmkaTop cobbiTnsa "OTKpbITUE ABEPY C NOMOLLM MacTep-naponsa”, 0000 - apryMeHT cobbITus,
B JJAaHHOM CJlyyae K/1to4 KOTOpbIM Obl/ia OTKpPbITa ABEpPb, U, Aaslee, onucaHue cobbiTus B CBOOOAHOIN dhopme
"[lBepb OTKPbITa C MOMOLLIbIO MacTep-napons: 0000".

Tunbl

ID

00

10

10

10

10

10

10

10

10

CcobbITUM

OnucaHue

Jtobble cobbITUSA, HE ONUCAHHbIE
HUXe

[lBepb OTKPbITA, CMOSIb30BaH
macTep-Kof,

JlBepb OTKPbITA, CMOb30BaH KOZ,
Joctyna

[JlBepb OTKPbITA, NCMO/Ib30BaHA
KapTa

[JlBepb OTKpbITA, NCrnosib3oBaH UKEY
[JlBepb OTKPbITA, 1CMOSIb30BAHO
Muo

[lBepb OTKpbITa KHOMKOI BbIX0Aa

[Bepb OTKPbITA B BbI30BE

[Bepb OTKpbITa No API

MapameTpbl Facili Severi PR
ty ty I
8 6 70
Homep koga, Homep asepu 8 6 70
Homep kopga, Homep 8 6 70

KBapTMPbl, HOMEp ABEPU

Homep KapTbl, HOMeEp 8 6 70
KBapTupbl, HOMEP ABepu

Homep kapTbl, HOMep 8 6 70
KBapTUpbLI, HOMEpP ABepu

ID nuua, HomMep KBapTUpbl, HOMepP 8 6 70
nsepu

8 6 70
Homep aboHeHTa, Homep 8 6 70

KBApPTUPbI, HOMEP ABEPU

Homep asepwu 8 6 70
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10

10

11

20

20

20

30

30

30

30

30

30

30

30

30

30

OnucaHue

[Bepb OTKPbITA yAaNEeHHbIM
cepeepom

[Bepb OTKpbITa KHOMKOA
cBO6OAHOrO goctyna

[Bepb OTKpbITa, UCNosib30BaH QR
[Bepb oTKpbITa CANLLKOM A0S0
OGHapy>XeHO ABWXEHNE

[Bepb OTKpbITA ABEPHBIM
CEHCOpPOM

Vcnonb3oBaHa Hen3BecTHas kapta
Vcnonb3oBaH HEN3BECTHbI Kog,
poctyna

Vcnonb3oBaHa HeBa/MaHas kapTa
icnonb3oBaH HEBa/TUAHbIN

Kog, focTtyna

Vicnonb3oBaH HeBanMAHbI UKEY
Vicnonb3oBaH HeEBaMAHbINA Face id
[JocTyn 3anpeLeH yganeHHbIM
cepBepom

Vicnonb3oBaH HeBa/IMAHbIA QR

Vcnonb3oBaH HeM3BECTHbIN QR

3amok OTKPbLIT NO TpeBoOre
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MapameTpbl

Homep asepwu

Homep QR, HOMep KBapTMpbl, HOMEpP
asepu

BpeMsi B cekyHAax, CKOMbKO Yxe

OTKpbITa ABEPb

Twun ceHcopa

Howmep KapTbl

Homep koga

Homep KapTbl, HOMEP KBapTMpbI

Homep koga, Homep KBapTupbl

Homep UKEY, Homep KBapTupbl

Howmep face_id, Homep kBapTupbI

Homep QR, HOMep KBapTUpSI

Homep QR

Homep 3amka, Bpemsi OTKpbITHS]

Facili
ty

Severi
ty

PR

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70
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ID OnucaHue MapameTpbl Facili Severi PR
ty ty |
40  SIPecTb 8 6 70
0
40  SIP Het 8 6 70
1
40  YCTpOICTBO nepesarpyeHo 8 6 70
2
40  OTnpasneH email Email nonyyarens, ID cobbITusi 2 6 22
3
40  Owwbka oTnpaskm email Email nonyuarens, ID cobbITus 2 6 22
4
50 Wcxogsawmii Bbi3oB Howmep kBapTupbl, HOMep aboHeHTa 8 6 70
0
50 Bx0oAsLLMii BbI30B Homep aboHeHTa 8 6 70
1
50 Wcxogsawmii Bbi3oB, OLLIMOKA Howmep kBapTUpbl, HOMep aboHeHTa 8 6 70

2 coeguHeHus

60 Bxop B Be6 nHTEpdOEIC 10 6 86
0
60 Wcnonb3oBaH HEBEPHbI Naposb 10 6 86

1 Beb MHTephelica

App Name

dopmar nons:

TAG: {model}_{version}_{mac}

OnucaHwve nonei:

Mone OnucaHue Mpumep
TAG Ter ycTpoiicTBa, HeobsizaTesibHast onuus Panel near the road
{model} HasBaHune mogenu AA-07B
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Mone OnucaHue Mpumep
{version} Bepcus BcTpoeHHoro MO 3.5.0
{mac} MAC agpec 6e3 pasgenvrtenei TO6979EEEEEE

4.9.3 OTnpaBka pOTO Ha cepsep

B AaHHOM MeHI0 NpoM3BOAMTCA HACTPOIiKa yHKLMM OTNPaBKKU Ha cepBep Link/cepBep TpeTbei CTOPOHbI
¢hoTO C Kamepbl BbI3bIBHOV NaHeNN A5 BbIGpaHHbIX COGLITUIA.

OTnpaBka $oTo Ha cepBep

BKOUeHo: BK/1/BbIK/ (OYHKLMIO OTNIPaBKM (DOTO C KamMepbl NaHenu 415 pasinyHbIX COObITUNA.

A  dyHKUMA paboTaeT TOMBLKO NPU BKIOYEHHOW CUHXPOHMU3aLMK ¢ Link.

CobbITusa

B gaHHOM 6/10ke MOXHO BblOpaTb CNMCOK COBbITUIA, KOTOPbIE MOTYT ObITb OTMPAaB/IEHbI HA CEPBEP.
Cnncok AOCTYMHbIX COObITUIA:

« JlocTyn 3anpeLleH - HeAencTBUTENbHbIN naeHTUrkaTop
« JlocTyn 3anpeLleH - HeAencTBUTENbHbIN Face ID

« [locTyn 3anpeLyeH - HeBEPHbI KOS

« [locTyn npegocTas/eH yaaneHHbIM CEPBEPOM

« JocTyn 3anpeLleH yaasieHHbIM cepBepom - API

« JlocTyn 3anpeLleH - HeU3BECTHbIN naeHTNMKaTop

« JocTyn npefocTtas/isieTca no Bbi30BY API

« [locTyn npegoctaB/ieH OTBETHLIM YCTPONCTBOM

« [locTyn npegocTtaseH no o6LemMy kogy goctyna

« [locTyn npegocTaBneH NaeHTUNKaTopom

« [Joctyn npepoctasrieH Face ID

« 3aMOK OblsT OTKPbIT KHONKOW BbiXxoAa

« 3aMOK OTKpbIT KHOMKOW cBO6GOAHOrO AocTyna

« Bxoasunin 3BOHOK

« Mcxopawmin BbizoB

« YcnelwHblli BXoA, B HACTPOIKK - HTepdpelic ycTpoincTea
« HeygauHas nonbITka BXo4a B HACTPOIKN YCTPONCTBa

4.10 be3onacHOCTb

B A4aHHOM MEHI0 MOXHO U3MEHUTL Naposib aAMUHUCTPATOPA U MeHeaxepa.

KoHdouryprpoBsaHue yepes web nitepdpeinc - 57
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YnpaeneHune naponamu

Administrator -

HoBbin MopTBEpAUTD

A[J.MI/IHI/ICTpﬂTOp - UMEET NOJIHbI 00CTyn KO BCEM HaCTpOIZKaM naHenn.

MeHepKep - UMeET AOCTYN K HACTPOKaM NaHenun, Ho emy orpaHudeH Aoctyn Kk meHto CKY[,. O6bI4HO gocTyn
K JaHHOMY aKKayHTYy NpeAoCTaBASeTCs MOHTaXHbIM OpraHM3aunsM 415 yCTaHOBKM U HACTPOWKN CUCTEMBI.

@ MeHemkep MOXET MEHATL TOMLKO Naposib MeHemKepa.
AIMUHUCTPATOP MOXET MEHSATbL Napo/ib MeHeopkepa 1 Naposib aAMMHMUCTpaTopa.

Crapblii naponb: Mone 4518 BBOAA TEKYLLEro naposnsi.

(® 3HaueHue No ymonuaHuio:
Mo ymonuaHuio naposb agmuHucTparopa - 123456.

Mo yMon4yaHuio naposib MeHeakepa - 1234.

HoBblii naponb: [None gns BBoga HOBOro Napossi.

MoaTBepauTh: Mone Ansi NOATBEPXAEHNS HOBOMO Naposis.

4.11 Cuncrtema

« HacTpoiiKu(see page 59)

o JKCMOPT/UMMOPT AaHHbIX(see page 59)
« Ouyuctka [OaHHbIX(see page 60)

+ $3bIK YCTPOICTBA(see page 61)

« O6HoBNeHne MO(see page 61)

« [Mepe3arpy3ska(see page 61)

B AaHHOM MEHH0 OCYLLECTB/ISIETCSA PE3EPBHOE KOMMPOBAHUE U BOCCTAHOB/IEHNE HACTPOEK NaHesnu,
o6HoBneHune MO, cMeHa A3blka 1 nepesarpyska ycTpoincTea.

KoHdourypupoBsaHue yepes web nHtepdpeinc - 58
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HacTtpouku

)] Boibepute dait BOCCTAHOBMTb

YCTAHOBUTH HACTPOMKM MO YMONYAHUIO

COXPAHWTL BCE HACTPOWKIA

4.11.1 HacTtpoiku

BbioepuTe chaiin: Boibop daiina koHgurypauumn naHenm us goainosoii cuctemsl MK.

YcTaHOBUTbL HaCTp0I7IKVI no ymosiuaHuto: Copoc BCcex HacTpoek BbI3bIBHOI NaHenu K 3aBOCKUM
yCTaHOBKaM.

CoxpaHuTb BCce HacTpoiiku: CoxpaHeHue 1 3KCMopT KOHQIMIypaumoHHbIX (haiinos. B 3aimppoBaHHOM
thaiine cogepxarcsa HacTPOVKM 0TOGPAXEHUS TENEOHHO KHUIW, HACTPOKM B3aUMOAENCTBIS C CEPBEPOM
Link n normyeckoro agpeca.

@baslP < = om o
= e AsbIK yCTpOﬁCTBa
CeTs

EBbi3biBHaR NaHens

9)

Russian -

KBapTupbl

S B

cKkyn
Mepeagpecauns

Q6HoeneHKe M0

JononHuTeneHo

& O

O

HKypHansl D WcnonbzoeaTe NoNb3oBaTeNbCKUIt cepaep

&

BesonacHocTs

Cuctema

COXPAHWUTH

=
=]
o

16epuTe dain

4.11.2 3KCNoOpT/MMNOPT AAaHHbLIX
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ERROR

COXPAHWTb BCE HACTPONKK
FnaeHan

Ceto

- BblablaHas NaHens SKCI'IODT/VIMI'IGpT OaHHbIX
B KeapTupbl
MmnopT gaHHbIx
] cKyn
e Mepeagpecalusa |:UJ BbiGepute dain MNOATBEPAUTL
* [OononHUTenbHO

9 HypHansi JKCMOPT AaHHbIX

=
e £30NaCHOCTD
i Cuctema
A3bIK yCTpOI?ICTBa

Russian -

VIMnopT gaHHbIX: BbI6Op halina gaHHbIX 451 MMMIOpTa HAaCTPOEK B NaHesb.

© nNpu nmnopTe gaHHLIX B NaHenb Bce AaHHble B Tabnuuax "Ksaptupbl", "Mepeagpecauusn”,
"NpeHtudukartops!" 1 "Mpasuna goctyna" 6yayT yaaneHbl 1 3aMeHeHbl HOBbIMU faHHbIMUY 6e3
BO3MOXXHOCTM BOCCTaHOB/IEHNA CTaPbIX AaHHbIX.

OKCNOPT AaHHbIX: SKCMOPT AaHHbIX 13 NaHenu.

® MMpu aKkcnopTe AaHHbIX CO3AAETCA 3aLMLLEHHBIN ZIP-apX1B, KOTOPbI COAEPXUT B cebe JaHHbIe
Tabnuy "Keaptupsl", "aeHntudukaropsl”, "Mpasuna goctyna", "Mepeagpecauyusn”.

4.11.3 Ouuctka AaHHbIX

O4yncTKa LaHHbIX

O Ksaptupb

O Wpentudukartops

O nNpaeuna goctyna

[0 Ouepegu nepeagpecatuu

O Hypuans

Bbl60p OaHHbIX, KOTOpbIE H806X0,£|,I/IMO yoasimTb N3 6asbl AaHHbIX BbI3bIBHOI NaHesnun.
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(@ Mocne BbI6OpPa TMNA JAHHbIX U MOCAEAYIOLLEr0 HAXKATVS KHOMKM "YAanuTh" fJaHHble 6yayT yaaieHbi
6e3B03BparHo.

4.11.4 $3bIK yCTpOIiCcTBA

Bbi60p s3blka ycTpoiicTea. Ha BbI60Op AOCTYNHbI: Pycckuii, AHTMACKNIA, YKpanHckuid, icnanckuii, MonbCcKuii.

4.11.5 O6HoBneHue MO

Wcnonb3oBatb Nonb30BaTe/1bCKUii cepBep: BkitoueHne/BbIKIOYEHME KCNOTb30BaHMS
Nnos1b30BaTe/IbCKOr0 cepBepa 06HOBEHMIA. VICNOAb3yeTCs B 3aKPbIThbIX CETSX AOMOKOHMMN.

Monb3oBatenbCckuii cepeep: Mone BBoga IP-agpeca nav gomMeHa Nosb30BaTe/lbCkoro cepeepa
06HOBMEHWIA.

Bbi6epuTte chavin: Boibop thalina o6HosneHus MO u3 calinosoin cuctemsl MK. Mocne Bbibopa thaiina
HEeo6X0AMMO HaxaTb Ha KHomnKy "O6HoBUTL 0",

MpoBepuTb 0GHOBMEHUE: [TpoBeEpKa HanMunst 06HoBAeHMs 1O Ha cepBepe BAS-IP 160 nonb3oBaTe/IbCKOM
cepBepe.

OGHoBUTHL MO: Hauatb o6HOBNEHME MO.

A BAXHO:

Mepen kaxabim 06HoBNEHNEM MO HEO6X0AMMO CO3AaBaTb PE3EPBHYIO KOMMIO HACTPOEK NaHesu.

(0 Oco6eHHOCTN OGHOBNEHUA CUCTEMBI:

Mpu 06HOBNEHUN cUCTEMBI Yepe3 WEB nnu rpacdhmuecknii MHTepcheiic aBToMaTyeckn co3aaeTcs
pes3epBHas KOMuUsi BCEX NPUIOXKEHUIA YCTAHOB/IEHHbIX HA BbI3bIBHOM NaHesM, a TaKKe COXPaHSATCS
BCE KOHMrypauuoHHble doaiinbl. Mpu Kakaom nocrieaytolem 06HOBAEHN dhaiin pe3epBHOI Konum
GyneT nepesanucaH.

Cuctema co3faeT pe3epBHYH0 KONUI0 BCEX HACTPOEK naHenun, naponu, nonb3oBaTesibckue
yBeaoM/ieHUA, HaCTDOVIKVI SIP, HaCTpOVIKM 3aMKOB, HaCTpOﬁKM CeTn, pexmnma pa6OTbI naHesnn.

Mpun oTkaTe 06HOBAEHUS A0 NPeAblAyLLEel BEPCUN B C/Tly4ae HECOBMECTMMOCTM 6a3 faHHbIX
TEKyLLMe HAaCTPONKMN MOTyT BbiTb aBTOMATUYECKN YAa/IEHbI U BOCCTAHOB/IEHbI 13 NPeblayLLEel
pe3epBHOIA Konuu.

Mpu oTkaTe 06HOB/EHUIT peKoMeHAYeTcs COPOC YCTPOICTB 10 3aBOACKNX HACTPOEK.

4.11.6 MNepesarpyska

KoHdourypupoBsaHue yepes web nHtepdpeic - 61
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[Mepezarpyka

MEPE3ATPY3WUTh YCTPOWCTBO

Mepesarpyska: MporpamMmmMHasi nepesarpy3ka Bbl3bIBHO NaHesu.
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5 YcTtaHoBKa 1 noaknyeHune

« MpoBepka KOMM/IEKTHOCTW NPOAYKTA(see page 63)

. 3I'IeKTpI/I‘-IeCKOG MNOAK/TIOYEHWME (see page 63)

o MexaHNYeCcKNin MOHTaX(see page 71)

« oaxnoueHre A0oMNoMHUTENbHbIX MOAYNEM(see page 72)

5.1 MNpoBepKa KOMMNIEKTHOCTY NPoAyKTa

Mepen, yCTaHOBKOW BbI3bIBHOW NaHe M 06s13aTesIbHO HY)XHO NPOBEPUTL €€ KOMMIEKTHOCTb U HA/IMUME BCEX
KOMMOHEHTOB.

B KOMNEKT BbI3bIBHOI NaHeNu BXOoOuT:

BbI3blBHAS NaHe b lwr
KpoHLWTEH A5 BPE3HOI YCTAHOBKM 1wr
BUHTbI AN1s1 KpENMEHNS KPOHLUITEHA 4T
WNHCTpYKUWs Nofnb3oBaTtesis 1wT
KomniekT NpoBOA0OB C KOHHEKTOpPaMM A/151 NOAKMIOYEHUS NUTaHWS, 3aMKa 1 1wr

aon. moaynen.
KomnnekT 3arnywiek Ans coeguHeHuli 1wt

YCTaHOBOYHbIE€ BUHTbI C KNIHOYOM lwr

5.2 2SnekTpuyeckoe nogkiryeHme

[Mocne NpoBepkM KOMMIEKTHOCTU YCTPONCTBA MOXHO NepexoAnTb K MOAK/IHUEHMIO.

[ns noaknoyeHns noHago6burcs:

« Kabenb Ethernet UTP cat5 nnu BbllLe, NOAK/THOYEHHbIN K CETEBOMY KOMMYTATOPY/MapLLpyTU3aTopy.

( PekomeHgauumn no gnvHe Kkaéens

MakcuManbHas AnvHa cermenTa kabens UTP CAT5 He gomkHa npesbiwarhk 100 MEeTPoB,
cornacHo ctaHgapTa IEEE 802.313,

« Bnok nutaHua Ha +12 BonbT, 2 AMnepa.
« J[lonxHbI 6bITb NOABEAEHbI MPOBOAA ANA NOAKMNHYEHMS 3aMKa 1 AOMNOMHUTENbHbIX MoAy el
(onumoHanbHo).

@ K BbI3bIBHOI NaHEN MOXHO NOAK/IIOUNTL /06bIE 3/IEKTPOMEXaHNYECKME NIMBO 3M1EKTPOMArHUTHbIE
3aMKW Y KOTOPbIX KOMMYTUPYEMbIii TOK He NpeBbILLaeT 5 AMnep.

13 https://habr.com/post/208202/
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Hwuxe npeacrtas/iEHbl TUMOBLIE CXEMbI MOAKMHOHEHNA BCEX 3/TEMEHTOB K BbI3bIBHOI NaHesnu:

« Cxema NOAK/TNYEHUA INN1EKTPOMEXaHNYECKOIo 3aMKa C NCNoJib30BaHNEM 6noka 6eCI'Iepe6Ol7iH0rO
nutaHnsa UPS-DP/S(see page 64)

« Cxema NOAK/TNYEHUA 3/1EKTPOMEXaHNYECKOIo 3aMKa C UCMnoJsib3oBaHMEM BHELLUHETO NCTOYHUKa
nUTaHUA ONA 3aMKa.(see page 66)

« Cxema NOAK/TYEHUA INNTEKTPOMarHUTHOro 3amMka C UCnoJsib30BaHNEM 6110Kka 6eC|‘|epe60|7|H0r0 NMATaHUA
UPS-DP/S(see page 68)

« Cxema NOAK/TYEHUA 3NEKTPOMAarHUTHOroO 3aMkKa C MCNnoJ1ib30BaHNEM BHELLHETO 6noka NMUTaHUA(see page
70)

5.2.1 Cxema nogk/IoHeHNs 3NeKTPoOMexXaHM4Yeckoro 3amka ¢
ncnosnb3oBaHnem 610ka 6ecnepeboitHoro nuTaHms UPS-DP/S

YcTaHOBKa 1 NoAknoyeHne - 64
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JNokanbHas 1 2 3 1 2 3 4 5
CeTb +12B|GND|Lock HO | HO|MNK |MNK |H.3
MnTaHwe KoHTaKTbl pene
Wiegand-26 RS485
1 2 3 4 1 2 3 4
+5B |GND| DO | D1 +12B|GND485+H485-
—@ @ @ ®—
KH. Bbixoga/daTuuk OB.
g 2 3 4
Bbix.|GND|O.ex.|0.0B.
! 11 )
—@ @ @ @*—
] x
E < = 3 Mopaynb ynpasneHus
: O O o LBYMSI 3aMKaMun
= ¢ |2 _H SH-42
KHonMkKa OJaTunk (ONUMOHAaNbLHO)
BbIXOOa nsepu
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5.2.2 Cxema NoAKHUYeHNsa 3NeKTPoMexaHNyYecKkoro 3amMmka c
Ncnosib3oBaHMeM BHELLHEINo NCTOYHUKa NMTaHnAa AndA 3aMKa.
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ceTb +12B |GND|Lock HO|HO|MNK MK |H3
MutaHne KoOHTakKTbl perne
Wiegand-26 RS485
1 2 3 4 1 2 3 4
+5B |GND| DO | D1 +12B|GND485+485-
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KH. Bbixoga/JaTtumk Og.
1 2 3 4
Beix.|GND\O.ex.|1.0B.
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5.2.3 Cxema NoAK/I4YeHNs 3/1eKTPOMarHMTHOro 3amka ¢ MCnosib30BaHNEM
6noka 6ecnepeboinHoro nutaHmsa UPS-DP/S
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JlokanbHasa 1 2 3 1 2 3 4 5
CeTb +12B |[GNDJ|Lock HO|HO|TMK|[MNK |[H.3
NMuTaHne KoHTaKTbI pene
Wiegand-26 RS485
11 2| 3] 4 11 2| 3| 4
+5B |GND| DO | D1 +12B|GND@485+H485-
—@ @ o ——0—
KH. Bbixoga/[JaTuuKk OB.
1 2 3 4
Bbix.|GND|O.ex.|0.0B.
AT T r 2

g ¥
s 5| |5 ¢
O O
¢ O] |0 &
KHonka JaTtumk
BbIXOOa aBepu

—@ @ ® O

Moaynb ynpaBieHuns
OByMsA 3aMKaMu
SH-42
(onuMoHanbHO)
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5.2.4 Cxema NoAKMHUYeHNsA 31eEKTPOMAarHMTHOro 3amMKa C UCNnosib30BaHNEM
BHeLlHero 6710ka NnTaHuA
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Opening Less ND O
lock time N.C. ®
adjustment E N.O. @ | Contact
- 1412V A
More Switching e glerm S
contact type:
i 2. Ground D
Tormally closed U
3. Lock [4nY
N
O 4.COM &b J
\
5.N.C./N.O.
Power / @
@_9_@ 6. Unused. @
+12V Exit Output
to connect
button  clectromechanical lock +

68 ol
BaEe O e

e ™
e
Local Area 1 2 3 1 2 3 4 5
Network  L+12Vv|GND|Lock NO | NO [COMICOM|NC
Power Relay contacts
Wiegand-26 Y RS485
1 2 3 4 1 2 3 4
+5V |[GND| DO | D1 +12V|GNDi485+485-
—@ @ @ o —
Exit button/door sensor
1 2 3 4
Ext. (GND|GND| DS
. T T )

C -

g of o 2

> Z Z o)

©_oj @ ¢ SH-42

Exit Door sensor :
optional

button (op )

5.3 MexaHnyecknii MOHTax

Mepes MOHTaXXOM BbI3bIBHOM NaHeIM Hy)XHO NpeaycMOTPETL OTBEPCTUE WK YITyG/IEHNE B CTEHE C
pasmepamu 141x359x58 MM (f1/159 BPE3HOTO MOHTaXa) Fa6apuTHbIE pa3Mepbl KPOHLITENHA (MOHTaXKHOM

YcTtaHoBKa 1 nofk/toyeHne — 71
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KOpoOku) = 140x358x57 MM. Takke He06X0AMMO NpeayCcMOTPETL NOABOA kabens nuTaHus, oM. MoAy/ei 1
NloKanibHOl ceTu.

BHuMaHue:
OTBEpCTUE B HUXKHEN
UaCTV KPOHLLTENHA %

npegHasHa4vyeHo ongd ’(&

o Huwa
C/inBa nonasLien BOAbl, Q O

He 3akpblBalTe ero Bbi3biBHaA naHesnb
cneuuanbHo.

Takxke HeO6XoANMO
BbINMOJIHUTb C/IMBHOMN
Xeno6 BHU3Y HULLIN, 3 d
KOTOPbIV ByOeT CNyXUTb
OJ19 OTBOAA BOAbI HAPYXKY.

KpoHLWTENH

% o wm =
e @ m w
<

BUHTbI

® CkauaTb YepTex KpoHLUTEHa ANs BPe3HOl ycTaHoBKU™

( PekomeHAaLMM NO BLICOTE YCTAHOBKMU:

YcTaHaB/MBATb BbI3bIBHYIO NaHesb c/iefyeT Ha ya06HO Ansi Bac BbicoTe. OpMEHTNPOBOYHAS
BbICOTA YCTAHOBKM 160-165 CM MO YPOBHIO KAMepbl.

& YcTtaHoBKa BbiI3bIBHOI naHenu AA-12FB

He pekomeHayeTcsi ycTaHaBNMBaTL Bbi3bIBHYHO MaHesb TakM 06pa3oM, YTo6bI ee kamepa
HaxoAunach B 30He NnonagaHusl NPsiMbIX COTHEUHbIX /ly4eil, B NPOTUBHOM criyyae qoyHKLmA
pacno3HaBaHusi /UL, MOXET paboTaTb HEKOPPEKTHO.

5.4 MNopakni4yeHne AONONHUTESbHbLIX MoAy e

Ko BcemM MHOTOab0HEHTCKMM MaHesIsiM MOXXHO MOAK/MI0UNTL CedytoLime Moay/u:

« Mogaysib ynpasneHus AByMA 3amkamuy SH-42

14 https://wiki.bas-ip.com/download/attachments/15796242/AA-12B_AA-12FB.pdf?
api=v2&modificationDate=1566292144755&version=1
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« Mogaynb ynpaBneHusi N ToBbIM 060pyaoBaHnem EVRC-IP
« MynbTdIOpMaTHbIA CUMTHLIBATENb C NOAAEPXKKON TexHoNorum UKEY BME-03
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6 Vicnonb3oBaHue ycTpoucTea

+ Mob6unbHbIA AocTyn UKEY (see page 74)
. rlOfIyLleHVIe RTSP notoka c Kamepbl BbI3bIBHO MaHeNU(see page 81)

6.1 Mob6unbHbIN gocTyn UKEY

6.1.1 OnucaHue

Mo6unbHbIA gocTyn UKEY oT BAS-IP siBNsieTCA yHUBEPCA/IbHON TEXHOMOrMel A5 NoslydeHns goctyna B
noMeLleHne U Ha TEPPUTOPUNI0 06beKTa C BO3MOXHOCTBLIO MCNO/b30BaTh B O4HOM CUMTLIBATENE
OHOBPEMEHHO: KapTo4kn EM-Marin n MIFARE/WwundgopoBaHHble kapTbl MIFARE Plus/MIFARE Classic, MOBUbHBII
TenedoH (Bluetooth n NFC).

UKEY o6nagaeT cnegylowmumm npenmyectsamm:

« BO3MOXHOCTb UCNOMb30BaTb OAHOBPEMEHHO HECKO/ILKO CTaHAApTOB naeHTudukaunn: EM-Marin,
MIFARE, Bluetooth n NFC

« BO3MOXXHOCTb UCNOJ/Ib30BaTb MOOWU/bHbI TEI'IE(*)OH B Ka4yecTBe I/I,D,EHTI/I(*)I/IKaTOpa

« perynvpyemasi 4asibHOCTb cpabaTtbiBaHNsi MOGUNBLHOTO MAeHTMdIMKaTopa (Npy MCNosib30BaHNM
Bluetooth)

« HU3Koe 3HepronoTpebneHve

« CrneunasbHbIii a/ITopUTM WNGPOBAHUS AN MOGWU/IbHBIX MAEHTUIMKATOPOB U KapT MIFARE Plus

« BO3MOXHOCTb NMPYMEHEHNS Ha M06bIX TUNax 06BLEKTOB

« BO3MOXHOCTb YCTAHOBKW MOGW/ILHOMO focTyna UKEY B paHee NpuMoGPETEHHbIE BbI3biBHbIE MAHENN

« yAo6CcTBO AN1A No/b30BaTeNSs

6.1.2 MNpuHUMN paboTbl

NpeHTudunkaums n oTKpbITUE 3aMKa BO3MOXHbI G1arogaps Hamumio B NaHeNsax BCTPOEHHOTo Moayns BME-03
C NoAAepXKoin Mo6ubHOro goctyna UKEY.

MynbTndopMaTHbIi Moaynb BME-03, KOTOPbIM MOTYT ObITb OCHALLIEHbI BCE BbI3bIBHbIE MaHeNn BAS-IP,y
KOTOPbIX €CTb BCTPOEHHbIN CHUTLIBATE b, MO3BOMSET NPOU3BOANTL UAEHTMMKALMIO NONb30BaTeNs no
TexHonorun UKEY ¢ ncnonb3oBaHWEM Pa3/iMuHbIX MAEHTUAINKATOPOB (KapTbl, Openoku, TenedioH) u
BbIMO/IHAET POJib YHUBEPCA/ILHOIO CYUThIBATENA A/19 CUCTEMbI KOHTPO/IA AOCTyna.

6.1.3 MoGW/bHbIN JOCTYN C NpUNoXeHnem UKEY*®

15 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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[nsa komdpopTHOIT paboTbl Nosib30BaTeneli ¢ Bbi3bIBHbIMK NaHensiMm BAS-IP, ocHaLLlEeHHbIMM
MY/IbTUGOPMATHBIMU CYUTbIBATENSAMMW, KOMNAHUS BAS-IP BbiNyCcT/1a HOBOE MOGW/IbHOE NpuioxeHne UKEY,
KOTopoe nocsie nosly4yeHnss MOGUNLHOTO NAeHTUdIMKaTopa NCNONb3yeTcs A8 OTKPbITUS ABEPE/BOPOT/
wnar6aymos.

[ns kaxaoii BbI3bIBHOV NaHesn, OCHaLLeHHOM MOAY/1eM CUUTbIBATENSA C NOAAEPXKKON MOBUIBHOTO AoCcTyna
UKEY, MOXeET 6bITb HACTpOEHa pasHas AasibHOCTb cpabaTtbiBaHUs MOOGWUILHOTO naeHTudmKaTopa, B
AnanasoHe OT 2 CaHTUMETPOB A0 10 MeTpoB. PaccTosiHne cpabaTtbiBaHUS 3aBUCUT HE TONbKO OT BbIGPaHHOro
pexuma, HO 1 OT TO/LWMHbI CTEH B NOMELLLEHNM, MOTOAHBIX YCNOBUIA (MPY pasMeLLeHUN NaHenn Ha yuue) u

Apyrux dhakTopos.
PeXxumbl pa6oThl (fasibHOCTbL) cpabaTbiBaHUA MOGU/ILHOIO uaeHTUUKaTopa:

« KacaHue (pacctosiHme cpabaTbiBaHuA [0 2 CM)
« [1Bepb (paccTosiHue cpabaTtbiBaHus 40 1 M)

« BopoTa/wnar6aym (perynmpyemoe pacctosiHie ot 0,5 M 0 10 M)

6.1.4 HacTpoiika B Tpy Kmka ¢ npunoxeHmem UKEY Cfg'

BO3MOXXHOCTU NPUSIOXKEHUA:

« HacTpoiika pexvmMa paboTbl kapT EM-Marin, MIFARE v BLE (Bluetooth Low energy) - BK/IO4EHNE 1
OTK/ItOUEHNE CTaHAAPTOB CUUTbIBAHMS

« YCTaHoBKa WnhpoBaHms ana ngeHtudomkaropa UKEY. 3To gacT BO3MOXHOCTb NpUBA3aTh
LWMdPOBaHHbIV KN4 naeHTudrkaropa K BblopaHHOMY CUATLIBATENIO

« BkntoveHve n OTK/I0YEHVE PeXNMOB WngpoBaHns s kapT MIFARE Classic n MIFARE Plus
« BkntoveHne gusepcudomkaumm anis kapT MIFARE Classic n MIFARE Plus

« HacTpoiika 3ByKOBOro NoATBEPXAEHNS NPY NOAHECEHUN MOBW/bHBIX UAEHTUMKATOPOB K
CUMTbIBATENIO B PEXMMAaX OXMUAAHUS U CUNTbIBAHUS

« YcTaHOBKa pexuma paboTbl: [1Bepb, KacaHne, BopoTta/LUnarbaym
« HacTpoiika ganbHOCTM pexuma paboTbl Npu Bbibope pexnma "BopoTa/llnarbaym"

« B cBA3Ke co cumTbiBaTesieMm TR-03, KOHJpUrypaTop No3Bo/IAET 3anmcbiBaTb KapTbl WndyposaHnsa MIFARE
Classic n MIFARE Plus

« BO3MOXHOCTb COXpaHeHusi chaiinia ¢ HacTporkamu A5 yKasaHHOro CUMTbiBaTesNs

+ BO3MOXHOCTb 3arpy3ku KOHpUrypaLMoHHoro gpaiina ¢ HacTpolikaMm 7151 BOCCTaHOB/IEHMSI
napameTpOB CUMTLIBATENA U AJ1s1 KONMMPOBAHUSI HACTPOEK B ApYrie CunTbiBaTeNu

16 https://wiki.bas-ip.com/display/BASIPCONFIGID/UKEY+Cfg
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6.1.5 Cnoco6bl nosty4eHnss MOBUNBHOIo naeHTUdMKaTopa 1 KapT goctyna

OTckaHupoBaTb QR-KOA ¢ NoMoLbio NpunoxxeHus UKEY

Monb3oBaTtesib NOAAET 3asBKy Ha NprMobpeTeHne HeobXxoaAMMOro konnyectTsa QR-KOA0B aAMUHUCTPATOPY
CBOE 06CNyXMNBaOLLEN KOMMaHUK, N3 pacyeta oaMH QR-KoA = 0AHO MObGUIbLHOE YCTPOICTBO. Mocne

OH nony4vaet QR-KoA, B pacneyataHHOM BUAE UK B 3NIEKTPOHHOI dhopMme (no e-mail, Viber, Telegram v T.1.).
[anee ckaHUPYET NOYYEHHbIA KOA AU UMNOPTUPYET ero 13 ¢oainsioBol CUCTEMbI 1 TEM CaMbIM NosyvyaeT
MOOW/bHbIN MAEHTUdMKaTop.

[o Toro kak naeHTudgmkaTop, B Buge QR-koaa, BblAaH Nob30BaTesnto, OH 3an1cbiBaeTcs agMUHUCTPATOPOM
ynpas/soLLein komnaHum B nporpammMHoe ob6ecnedeHne Management Software. QR-Kof Hefb3s NOBTOPHO
NCMOosIb30BaTh Ha HECKO/IbKMX MOBUBbHLIX TenedoHax, OH NPUBSA3bLIBAETCS TOMLKO K OAHOMY MOBWU/IbHOMY
YCTPOWCTBY, UTO 06ecneymBaeT BbICOKUI YPOBEHb HAAEXHOCTU 1N 6E30MACHOCTU MOGU/IbHBIX
naeHTndrkaTopos. KonnposaHue n ayonupoBaHue naeHTndmkaTtopa HeBO3MOXHO.

C nomoubio cuutbiBartensi BAS-IP TR-03B

[ns Toro 4tTo6bl AAMUHUCTPATOP YNPAB/SIOLLEA KOMMNaHUM MOr € NomoLLbio TR-03B BblgaBaTb MOGW/bHbIE
NAEeHTUUKATOPbI UM 3anUCbIBaTb KapTbl AOCTYNa, NEPBOHAYa/IbHO HEOGX0AMMO YKa3aTb MacTep-KapTy,
KoTopasi B AasibHeliluem 6yaeT HyXHa Anst paboTbl cunTbiBaTe s, MacTep-kapTa ykasblBaeTcs npv nepBom
3anycke cunTbIBaTeNs.

CospgaHue MacTep-KapTbl:

CkayaTb 1 ycTaHOBUTb MOBU/IbHOE nNpunoxeHne UKEY Cfg;

MoaknunTb cunTbiBaTeslb TR-03B K UCTOYHUKY NTaHus +5B (USB);

3anyctutb npunoxexnue UKEY Cfgn HaxaTb Ha KHOMKY MOUcKa;

MpunoxXeHne HaNnQeT cunTbIBaTE b, HEOOXOAMMO 3aiTN B HACTPOIKN, MeHIO "ELle", Bknagka "CmeHa

MacTep-KapToukn";

MopgHecTun kapTy EM-Marin nnv MIFARE K cunTbiBaTenio;

6. CumTbiBaTe/lb MPOU3BELET 3aNMChb B KapTy C LUMPOBAHNEM, NOC/IE YEro OHa CTaHeT MacTep-KapToi
ONA AaHHOro cunThiBaTens;

7. Ons npogomkeHus paboTbl CO cUMTbIBaATENIEM HEOOXOAMMO NEPENOAKMOUNTLCSA K HEMY B NPUIOXKEHUN

UKEY Cfg.

PN

o

Bonee noapo6HO 03HAKOMUTLCS € PYHKLMSMM HACTOSIbHOTO CYUTLIBATE/ISI MOXHO M0 CChIJIKE.

Mocne Toro kak co3jaHa Mmactep-kapTa, aMUHUCTPATOP MOXET BblAaBaTb MOOUNbHbIE MAEHTUINKATOPDI, &
TakKke 3an1cbiBaTb LMGPOBaHHbIE KAUN B KapTbl MIFARE Plus.

MonyuyeHne MOOUbHBLIX NAEHTU(UKATOPOB C NOMOLbIO TR-03B:

1. CkauaTb W YCTaHOBUTL MOBU/ILHOE NpuioxeHne UKEY!';
2. YcTtaHoBMTb 1 3anycTuTb Ha MK ¢ OC cemeitictBa Windows nporpammy Ans 3anmcu
UAEHTUUKATOPOB "BAS-IP USB Reader Server!®";

17 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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ﬁ Mactep ycranoskn Cepeep USB cunteisatens BAS-|P — >

bas|P

Ycranoska npunoxiennna Cepeep USB cynTmieatenna BAS-TIP

MacTep YCTaHOEKH BEINONHAST YCTAHOBKY NpHnoseHna Cepsep LISE
CHMTEIEaTENA BAS-IP. 3TO MOMET Z8HATE HECKOMBKD MHHYT,

XoO YCTaHOBKM:

R,
Janyck cnysh

< Hazan Hdanee = OTHeHa

w

[MoAKNouNTbL CUNTLIBATENb K KOMMbIOTEPY;

MprNoXnTb MacTep KapTy K CYUTLIBATESIO;

5. MopgHecTn TenedoH K cunTbiBaTesto (NPOBEPLTE, UTOOLI ObIN BK/HOYEH Bluetooth) 1 BoliTu B
npunoxenue UKEY'®, nanee Haxatb KHOMKy "MonyunTs" v BbI6paTh "MonyunTh K4 oT BAS-IP TR-03";

6. CunTbiBaTENb NEpefacT MOGUbHLIN naeHTMdMKaTop B Bal TenedoH 1 B NPUIOXKEHNN NOSBUTCSA

Haanuce "Ball Koy rotos";

>

3anucb Mo6unbHbIX ngeHTunkatopos B NO Management Software:
1. C nomouwsto MO "BAS-IP USB Reader Server"

a. CkonupoBaTb MaeHTUMKaTop 13 nporpammbl "BAS-IP USB Reader Server";

19 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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P
/@ bas YTeHre 1 NoKanbHas Bbigada MOBMILHBIX NOEHTUNKATOPOR

A OCuncrvms 7965432, 798AFS, INERTN:
| Konnposate

© CoxpaHnTe

b. BHectu B 10 "Management Software", Ha BKnaaky "3anunce kapT B 6a3y", B CTPOKY BHU3Y
CTpPaHuULbl 1 HaXXaTb KHOMKY "[06aBnTb BPYUHYH";

Rerecss aupee (20070707070 <1 oo L ]

VraeTibykatap kapTel aocTyna MpueAzKa KapPT K 000PYACEAHHIC
00-73-8A-F8 0007-07-0 MHoroke. nanens

& Hacrpoiku
£ COM-nopr
B Cucrertioe

5 Tpesoshbie 3rbl
& Nonssosaren
o4 Déopuaceanve

D BHTPEHHUE MOHMTOpBI<<
B Briskierois naHem
il Kopamkue cosswena
3¢ Zanucs kapT & Gasy
K, Axrveaua kapr

B =] 3anucu codemui

W Coofiwenn Tpesor
5 Crcok. cootueni
74 Mpoxon 1o KapTar

B0 Kypran cretems

[]Britpars
[ Beispare.
e [ [o795As
Coxparure 3akpers
& > Mposepare. Npoeepims

c. BbibpaTtb 13 cnucka cnpaBa HeO6X04MMYO NaHesb;
d. HaxaTtb KHOMKY "CoxpaHuTb";
e. lMepeliTn B BKNaaky "AktmBauus kapt";
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[=]

& Hacrpomku
4 COMnapr
B Cucrerioe

5 TpesosHble 30Hb!

&4 Nonsscearent

-+i% Ddopuaceare

v £ BTDEHME MORHTODE <<
v Jl BerseisHele nanen
il KopoTkue coofueris
T8¢ 3anucs Kapr B fasy
&, Axrvsows kapr
15 3armcu cofiemin
W Cootwenvs Tpesoru
5 Crvcok cootuenii

224 Mpawon no kagram
B0 Kypran cretems

Crucok 060punoBaHUs

1) 0005-01-0 Mroroke, nanens
2 0007-07-0 MHoroxe. narens

He NpouSBaAITE FuMkakst: NEpauM & MaMeHT paboTer obopyaomarusl

Crucor npuEAsaHHs KapT: 1 Crucok akTvBUpOBaHSN Kapr: 1

1) 00-73

1)00-7984-F8  0007-07-07-07-0

AkTUBHPOBATE
o I

f. BblbpaTb HYXXHYI0 NaHesb;

g. Haxarb KHOMKy nepeHoca faHHbIX B NaMATb NaHenu;

h. Haxarb KHOMKy "AKTMBMpOBaThL";

i. lgeHTndmkaTop BHECEH B 6a3y U Tenepb Bbl MOXETE NO/Ib30BATbLCA MOOU/TbHLIM TENEOHOM
ANs1 OTKPLITUSA ABEPU, BOPOT, Wiarbayma.

2. Nwmes Ha pykax QR-kop,

a. OTKpbITb QR-KOA B N06OI Nporpamme Anasi NPOCMOTPa N306paXeHNA;

b. ckonupoBatb Wau nepenuncartb NocsegHne 6 3Ha4YeHul Koaa,;

c. [lo6aButb "00" nepen aTMM 3HAYEHNEM, YTO Obl NONYUNTb NOSHBIM KOA, KapTbl;

d. BHecTu nonyyeHHblin kog B MO "Management Software", Ha Bknaaky "3anvck kapT B 6a3y", B
CTPOKY BHU3Y CTPaHWLbl M HaXaTb KHOMKY "[,06aBUTb BPY4HYO";

00-79-84F8

. Hacrpoiu
£# COM-nopr
. Cucreriee

5 TpesowHbie soHe!

&, Nonbsoparend

¥ DfoputceaHie

D BrymperuIE MORATOPH <<
Bl Buiskieroie naHem

il Kopameue coswera
¢ 3anvice kapt & Gasy

K, Axrisauna kapt

|5] 3anucn codemui

W Coofuwenia Tpesoru

4 Crvcok cootuenii

224 Mpason no kapram
B0 Xupran cuerems!

[ Buitpars
Cureisate

5 | [Mpoeepare

Norseckui anpec | 20070707070 | Onucame

VraeTnoukarop kapTel aocTuna

L 1

NpeAzKa KART K 0G0PYACEAHHIC
0007-07-0 Mroroke. navens

[ Boipars
Cron 00-79-8A-F8
CoxpanuTe Sakpee.
Npocepims

e. BbibpaTb 13 cnvcka cnpasa He06X04MMYIO NaHesb;
f. Haxarb kHonky "CoxpaHuTb";
g. MepeliTn B BKIagky "AkTuBauus kapt";
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He NpouSBaAITE FuMkakst: NEpauM & MaMeHT paboTer obopyaomarusl
Crucor npuEAsaHHs KapT: 1 Crucok akTvBUpOBaHSN Kapr: 1

Crucok 060punoBaHUs

1) 0005-01-0 Mroroke, nanens 1)00-73-84-F8  0007-07-07-07-0
2 0007-07-0 MHoroxe. narens

- e, HacTporka

£ COM-nopr

B Cucrermoe

£ Tpesowhble soHel

&, Nonssoparen

S Dopuaceanie

<o T8y BHTRERHME MOHMTOREI <€

v Jl BerseisHele nanen

2l Kopamkue coobueria

T8¢ 3anucs Kapr B fasy
K, Axmsaua kapr

B || 3ammen cosbrui
W Cootwenvs Tpesoru
5 Crvcok cootuenii
74 TMpowoa, no KapTar
B0 Kypran cretems

AkTUBHPOBATE
o I

Bbi6patb Hy)XXHyIO naHensb;

HaxaTtb KHOMKY nepeHoca AaHHbIX B NaMaTb NaHenu;

HaxaTtb kHomnky "AKTBMpoBaTh";

ViaeHTudmkaTop BHECEH B 6a3y 1 Tenepb Bbl MOXETE M0/1b30BaTbCA MOOUIbHLIM TeNletPOHOM
ANs1 OTKPLITUSA ABEPU, BOPOT, Wiarbayma.

N -7

MonyuyeHue wudpoBaHHbIX KapT MIFARE Plus ¢ nomouybio TR-03B n 3aHeceHue ux B MO "Management
Software":

1.

N~ WD

10.

11.

YCTaHOBUTb U 3aMyCTUTb HA KOMMNbIOTEPE NPOorpaMmmy Aas sanucu naeHtudmkaropos "BAS-IP USB
Reader Server";

MogknounTb cunTbiBaTeNb TR-03B K KOMMbIOTEPY;

CkauaTb 1 ycTaHOBUTb MOBUIbHOE npunoxeHne UKEY Cfg;

MpMNoXnTb MacTep KapTy K CUNTLIBATEN!O;

3anyctntb npunoxexHve UKEY Cfg n HaxkaTb Ha MOWCK;

MpunoxeHne NoaKMUNTCA K TR-03B 11 CUMTAET €ro HaCTpPOIiKu;

B HacTpolikax NpuioxeHus BolopaTb onuuio "Bbigava WndpoBaHHbIX KapT";

MogHeCcTV HOBYHO KapTy K CUMTbIBATESNHO, MPON3BEAETCH 3anvCh LLUMGIPOBAHHOIO K/lova B KapTy, nocsie
yero cunTbiBaTe b U3LACT 3BYKOBOW CUTHAT;

Takxke Baw naeHTndrkaTop KapTbl 0TO6pasnTCs B nporpamme "BAS-IP USB Reader Server", ero
HeobxoAMMo ckonupoBaTb U BHecTH B MO "Management Software" gna Tpebyemoli Bbi3bIBHOW NaHenu;
NaoeHTndomkaTop BHeceH B 6a3y 1 Tenepb Bbl MOXETE MONb30BATLCA KapTOi /18 OTKPbITUS 4BEPU,
BOpOT, Wiarbayma;

Mony4yeHHble Taknm 06pa3omM kapTbl MIFARE Plus, Takke Kak 1 naeHtudumkaropsl B UKEY, HEBO3MOXHO
B3/10MaTb WU/I1 CKOMNPOBATb.

Mony4yeHne 0OGbIYHBLIX KApT gOCcTyna ¢ nomowbio TR-03B 1 3aHeceHue ux B MO "Management
Software":

1.

YCTaHOBUTb U 3aMyCTUTb HA KOMMNbIOTEPE NPOorpaMmy Aas 3anucu naeHtudmkaropos "BAS-IP USB
Reader Server";

MoaxNoUNTb CUUTBIBATESb K KOMMbLIOTEPY;

MogHecTn No ovepean Heobxo4UMOE KOIMYECTBO KapT K CUUTbIBATENHO (KOSIMYECTBO NOAHOCUMbIX
KapT He orpaHnyeHo);

Bce ngeHTudmkaTopbl KapT 0To6passaTca B nporpamme "BAS-IP USB Reader Server", ux He06xo0amMmMo
ckonuposaTb 1 BHecTu B MO "Management Software" gna Tpebyemoli Bbi3bIBHOW NaHenu;
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5. MaeHTndmkaTopbl BHECEHBI B 6a3y 1 Tenepb Bbl MOXETEe M0Sb30BaTbCs KapTaMu 415 OTKPbITUS
ABepu, BOPOT, Wiaréayma.

6.2 onydyeHune RTSP noToka ¢ Kamepbl BbI3bIBHOW NaHen

[nsa nonyyenns RTSP noToka ¢ kaMepbl BbI3bIBHOW NaHeNN B CUCTEMY BUAEOHAOMIOAEHNA HEOOX0AMMO B
CTpOKe fob6aBneHns Kamepbl nponucars rtsp://user:1234abcd@192.168.1.16:8554/ch01, rge user- 3TO J10TWH,
1234abcd - naponb gnsa goctyna Ha WEB-nHTepgoeiic, 192.168.1.16 - IP agpec naHesnu, 8554 - NOpT AocTyna K
kamepe, ch01 - HoMep KaHana.
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